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Background

Enacted in 1977 in the wake of a series of overseas and domestic bribery scandals involving 400
major corporations, the Foreign Corrupt Practices Act (the “FCPA” or the “Act”) originally
prohibited U.S. corporations and U.S. nationals from making improper payments to foreign
officials, parties or candidates, in order to assist a company in obtaining, retaining or directing
business to any person.' It also imposed record-keeping and internal controls requirements on all
companies subject to Securities and Exchange Commission (“SEC”) jurisdiction.”

Since 1998, the FCPA is no longer largely the concern of United States companies and citizens.
The 1998 amendments to the Act greatly expanded the jurisdiction of the U.S. government to
prosecute foreign companies and nationals who cause, directly or through agents, an act in
furtherance of a corrupt payment to take place within the territory of the United States. U.S.
parent corporations may also be liable for the acts of foreign subsidiaries where they have
authorized, directed or controlled the activity of U.S. citizens or residents who were employed by
or acting on behalf of such foreign incorporated subsidiaries.

The Department of Justice (“DOJ”) has primary responsibility for enforcing the anti-bribery
provisions of the Act while the SEC generally enforces the accounting (books and records and
internal controls) provisions. Both have authority to seek permanent injunctions against present
and future violations.” Criminal and civil penalties for violating the FCPA can be severe for
corporations as well as individual officers, employees and agents. The DOJ has broadly
interpreted the FCPA jurisdictional provisions, and criminal defense and regulatory enforcement
attorneys can expect to be defending not only major U.S. corporations and citizens, but also
foreign corporations and citizens in FCPA investigations.

The reported DOJ-SEC investigation of DaimlerChrysler’s Mercedes-Benz unit for bribery
activity in at least a dozen countries’ and the $28.5 million settlement by defense contractor
Titan Corporation® with the DOJ and SEC make clear that multinational corporations with
sensitive payment problems are subject to costly U.S. government investigations and massive
fines. FCPA issues can also spawn shareholder litigation, government debarment and suspension
proceedings and investigations in foreign jurisdictions.

To represent a client effectively, counsel conducting an FCPA internal investigation or defending
an SEC or DOJ investigation must understand the conduct that the FCPA regulates, promptly
conduct a focused investigation, develop appropriate legal and factual defenses and execute a
well-planned strategy. A public company should in the wake of discovering improper conduct
also consider the merits of timely voluntary disclosure to the DOJ and SEC.
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Foreign Corrupt Practices Act Overview

The FCPA contains two types of provisions: anti-bribery provisions, which prohibit corrupt
payments to foreign officials, parties or candidates to assist in obtaining or retaining business or
securing any improper advantage; and record-keeping and internal controls provisions, which
impose certain obligations on all companies whose securities are registered in the United States
or which are required to file reports with the SEC, regardless of whether or not the companies
have foreign operations.

A. Anti-Bribery
1. Application

The FCPA’s anti-bribery provisions apply to three categories of persons: (1) “issuers™; (2)
“domestic concerns’; and (3) other persons® who take any act in furtherance of the corrupt
payment while within the territory of the United States. “Issuers” means any company whose
securities are registered in the United States or which is required to file periodic reports with the
SEC.” “Domestic concerns” means any individual who is a citizen, natural or resident of the
United States and any corporation, partnership, association, joint-stock company, business trust,
unincorporated organization, or sole proprietorship which has its principal place of business in
the United States, or which is organized under the laws of a state of the United States, or a
territory, possession, or commonwealth of the United States.'’ The Act now covers persons who
commit brill?ery on U.S. territory regardless of whether the person is a resident or does business
in the U.S.

Issuers and domestic concerns may be held liable for violating the anti-bribery provisions of the
FCPA whether or not they took any action in the United States in furtherance of the corrupt
foreign payment. Prior to the 1998 amendments to the FCPA, only issuers and domestic
concerns could be held liable and only if they used the U.S. mails or instrumentalities of
interstate commerce in furtherance of the illicit foreign payment. The 1998 amendments
expanded the FCPA’s jurisdiction to cover corrupt foreign payments outside the United States by
U.S. persons without any link to interstate commerce. The FCPA amendments make it illegal for
any United States person to violate the FCPA “irrespective of whether such United States person
makes use of the mails or any means or instrumentality of interstate commerce in furtherance of
[the illegal foreign activity).”'* Thus, a U.S. company or issuer can be liable for the conduct of
its overseas employees or agents, even if no money was transferred from the United States and
no U.S. person participated in any way in the foreign bribery.

Finally, until 1998, foreign persons were not subject to the anti-bribery provisions unless they
were issuers or domestic concerns. The amendments, however, expanded the FCPA to allow for
the prosecution of any person who takes any act in furtherance of a corrupt payment while in the
territory of the United States.”” The legislative history of the 1998 amendments provides that
“the territorial basis for jurisdiction should be broadly interpreted so that an extensive physical
connection to the bribery act is not required.”"*
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2. Elements
A violation of the anti-bribery prohibition consists of five elements:

(1) a payment of - or an offer, authorization, or promise to pay - money or anything
of value, directly, or through a third party;

(2) to (a) any foreign official, (b) any foreign political party or party official, (c) any
candidate for foreign political office, (d) any official of a public international
organization, or (e) any other person while “knowing” that the payment or
promise to pay will be passed on to one of the above;

(3)  the use of an instrumentality of interstate commerce (such as telephone, telex, e-
mail, or the mail) by any person (whether U.S. or foreign) or an act outside the
U.S. by a domestic concern or U.S. person, or an act in the United States by a
foreign person in furtherance of the offer, payment or promise to pay;

(4) for the corrupt purpose of influencing an official act or decision of that person,
inducing that person to do or omit to do any act in violation of his or her lawful
duty, securing any improper advantage, or inducing that person to use his
influence with a foreign government to affect or influence any government act or
decision;

(%) in order to assist the company in obtaining or retaining business or in directing
! . 15
business to any person or to secure an improper advantage.

3. Key Concepts

a. Offers, Payments, Promises to Pay or Authorizations of
Payments

A company can be liable under the FCPA not only for making improper payments, but also for
an offer, promise or authorization of a corrupt payment, even if its employees or agents do not
actually make a payment. In other words, a corrupt act need not succeed in its purpose.

b. Recipients

The FCPA prohibition extends only to corrupt payments (or offers, promises to pay or
authorizations of payment) to a foreign official, foreign political party or party official, or any
candidate for foreign political office.

1. Foreign Officials

The term “foreign official” is defined under the Act as “any officer or employee of a foreign
government or any department, agency or instrumentality thereof, or of a public international
organization, or any person acting in an official capacity or on behalf of any such government,
department, agency or instrumentality or for, or on the behalf of any such public international
organization.”'® This broad definition is normally considered to encompass executive branch
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employees, elected legislators or parliamentarians, managers of state-owned enterprises and
officials of quasi-governmental entities.

The 1998 amendments added “public international organization officials” to the definition of
“foreign official.” A public international organization is defined as “(1) an organization that is
designated by Executive Order pursuant to section 288 of title 22; or (2) any other international
organization that is designated by the President by Executive Order for the purposes of this
section...”"” Foreign officials cannot be prosecuted under the FCPA."®

2. Foreign Political Party, Political Party Official or
Candidate

The FCPA prohibits an illicit offer and payment not only to a foreign official but also to a
foreign political party, an official of a foreign political party, or a candidate for foreign office. A
potential problem can arise where a U.S. person’s foreign agent or partner makes political
campaign contributions to persons in the country where they are doing business. Any United
States company should consider instituting a policy that prohibits its foreign agents, partners or
consultants from making any political contributions whatsoever for or on behalf of their venture
or relating in any way to the venture. Absent a blanket prohibition, all proposed foreign political
contributions by an agent, consultant or employee should be reviewed by general counsel on a
case-by-case basis.

C. Money or Anything of Value

The FCPA prohibits paying, offering, promising to pay (or authorizing to pay or offer) money,
gifts or anything of value. Although no FCPA decision has dealt with the concept of a “thing of
value,” it clearly includes cash, cash equivalents and other forms of valuable inducements.
Federal courts addressing similar criminal statutes have construed the term broadly to include
tangible and intangible property such as “information,”" the testimony of a witness,” loans and
promises of future employment,*' a college scholarship22 and sports equipment‘23

d. Corrupt Intent

To violate the FCPA’s anti-bribery provisions, a payment or offer to pay must be made
corruptly. Although the Act does not define “corruptly,” its legislative history indicates that the
payment must be intended to influence the recipient to “misuse his official position” in order to
wrongfully direct, obtain or retain business. In United States v. Liebo,** the Eighth Circuit
affirmed the following jury instruction definition of the term “corruptly”:

[T]he offer, promise to pay, payment or authorization of payment, must be
intended to induce the recipient to misuse his official position or to
influence someone else to do so.... [A]n act is “corruptly” done if done
voluntarily [a]nd intentionally, and with a bad purpose of accomplishing
either an unlawful end or result, or a lawful end or result by some
unlawful method or means.

No other Circuit has interpreted the term “corruptly” under the FCPA.
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e. Business Purpose Test

The FCPA prohibits payments made in order to assist a company in obtaining or retaining
business for or with, or directing business to, any person. Business to be obtained or retained
does not need to be with a foreign government or foreign government instrumentality. As a
result of the 1998 amendments, the FCPA now prohibits payments to foreign officials for the
purpose of securing “any improper advantage” in obtaining or retaining business. It is not clear
at this time what, if any, conduct falls within the scope of this amendment that the FCPA did not
previously cover.

The leading FCPA business purpose decision is United States v. Kay> where the Fifth Circuit
reversed a district court dismissal of an indictment that charged a defendant with bribing a
Haitian official to understate customs duties and sales taxes on rice shipped to Haiti to assist
American Rice, Inc. in obtaining or retaining business. The district court ruled that as a matter of
law, illicit payments to foreign officials to avoid portions of customs duties and sales taxes were
not the type of bribes that the FCPA criminalizes. On appeal the Fifth Circuit found that such
bribes could (but do not necessarily) come within the ambit of the FCPA statute. In remanding
the case, it indicated that the government would have to prove the defendant intended for the
foreign official’s anticipated conduct in consideration of a bribe (the “quid pro quo”) to produce
an anticipated result, i.e., the diminution of duties and taxes — that would assist in obtaining or
retaining business.*’

f. Knowledge

The FCPA does not require proof of actual knowledge that a payment or promise to pay an
intermediary will be passed on to a foreign official. A person may be equally liable on the basis
of constructive knowledge. The FCPA provides as follows:

(2)(A) A person’s state of mind is “knowing” with respect to conduct, a circumstance, or
a result if -

(1) such person is aware that such person is engaging in such conduct, that such
circumstance exists, or that such result is substantially certain to occur; or

(i1) such person has a firm belief that such circumstance exists or that such result is
substantially certain to occur.

When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.”’

The FCPA'’s legislative history speaks of “willful blindness,” “deliberate ignorance” and taking a
“head-in-the-sand” attitude as constituting knowledge under the statute. Individuals or
corporations who consciously disregard or deliberately ignore known circumstances that should
have put them on notice of an improper payment may be prosecuted for knowing that a payment
would be passed on to a foreign official.
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g. Use of Third Parties

A company may be liable for payments by an agent or third party if the company authorizes the
payment or if it “knew” the improper payment would be made. A company is deemed to have
knowledge of such offer, promise or payment if it is aware of, but consciously disregards a “high
probability” that such an offer, promise or payment will be made.”® The risk of liability because
of the actions of third parties means that persons subject to the FCPA must undertake significant
steps to minimize the risks of becoming liable due to the actions of third parties.

h. Permissible Payments and Affirmative Defenses
1. Facilitating Payments for Routine Governmental
Actions

The FCPA provides an exception for so-called “facilitating” or “grease payments” to low-level
foreign officials who perform “routine governmental actions.”’ The purpose of this exception is
to avoid liability where small sums are paid to facilitate certain routine, non-discretionary
government functions such as the processing of permits, licenses, visas and work orders or other
official documents; providing police protection, power and water supply, cargo handling or
protection of perishable products; and scheduling inspections associated with contract
performance or transit of goods across country.® “Routine governmental action” does not
include any decision by a foreign official to award new business or to continue business with a
particular party.’'

2. Affirmative Defenses

The FCPA provides two affirmative defenses to the anti-bribery provisions, which were added
when the FCPA was amended in 1988. First, the FCPA provides an affirmative defense where
the payment at issue was permitted by the written laws of the foreign official’s or political
candidate’s country.”> Second, an affirmative defense exists for payments made for “reasonable
and bona fide” expenditures related to the execution or performance of a contract with a foreign
government or agency thereof, or the promotion, demonstration or explanation of products or
services.> For each of these defenses, the company or its officers or employees bears the burden
of establishing in the first instance facts underlying the affirmative defense.

I. Written Laws of Foreign Country

A person charged with anti-bribery violations may assert as an affirmative defense that the
payment was lawful under the written laws and regulations of the foreign country. The issue of
what constitutes a payment permissible under the laws of a country is a matter of significant
debate. Although no country has “written laws” permitting bribery, whether a payment to a
government official who can under local law undertake commercial activities constitutes a
permissible payment under the FCPA is far less clear.

ii. Reasonable and Bona Fide Expenditures

It is also an affirmative defense to an anti-bribery violation that the payment, offer or promise of
anything of value was a reasonable and bona fide expenditure, such as travel and lodging
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expenses incurred by or on behalf of a foreign official, party official, or candidate, and was
related to the promotion, demonstration, or explanation of products or services; or the execution
or performance of a contract with a foreign government or agency thereof.

Thus, a company may pay the reasonable, necessary and bona fide expenses of government
officials who are brought to a corporate location to inspect equipment or facilities in connection
with a potential sale of the equipment or facilities. Similarly, U.S. persons may cover the
reasonable expenditures of foreign officials related to bringing such officials to review and/or
approve contractual work (e.g., fabrication of equipment at other locations).

The reasonable expenses defense does not give companies carte blanche to pay travel expenses
for government officials. In a 1999 civil enforcement action, the Department of Justice took the
position that a U.S. company, Metcalf & Eddy, Inc., violated the FCPA by providing an
Egyptian official and his family with first class air travel to the United States, food, lodging, and
other expenses because the purpose of the visit allegedly was to influence the official to use his
authority to help direct a United States Agency for International Development contract award to
Metcalf & Eddy. The Department of Justice alleged, among other things, that the official
received 150 percent of the estimated per diem expenses in a lump sum payment and then was
not required to pay for any of his expenses while in the United States. Metcalf & Eddy’* settled
the case with a consent decree, without admitting or denying culpability, and agreed to pay a
$400,000 civil fine as well as $50,000 to reimburse the U.S. government for the cost of the
investigation. Counsel for companies considering paying travel expenses for foreign government
officials should scrutinize the proposed travel carefully to ensure it falls within the confines of
this affirmative defense and is not a disguised attempt to provide compensation for help in
securing business.

4, Commercial Bribery

The FCPA anti-bribery provisions do not govern or prohibit bribes paid to officers or employees
of private, non-governmental entities. The FCPA anti-bribery provisions only apply to improper
payments made, directly or indirectly, to a foreign official, a foreign political party or official
thereof or a foreign political candidate.” However, commercial bribery payments that are
mischaracterized on the books and records of a public company may constitute an FCPA books
and records violation or a violation of the Act’s internal control provisions.

B. Record Keeping and Internal Controls

In addition to the anti-bribery provisions, the FCPA imposes certain record-keeping and internal
control requirements only on issuers. Essentially, these requirements mandate that publicly
traded companies keep accurate books and records. Neither the record keeping nor internal
control provisions limit themselves to transactions above a certain amount or impose a
materiality requirement. The FCPA’s accounting provisions are primarily enforced by the
SEC, but the Department of Justice can bring criminal charges of knowing circumvention of
internal controls and knowing falsification of books, records and accounts.®’

The rationale behind the books and records and internal control provisions being complimentary
to the anti-bribery provision was explained by Stanley Sporkin, the former federal judge and



LATHAM&WATKINSue

SEC Enforcement Director who played a major role in the passage of the FCPA. He stated that
the SEC proposed the record-keeping and financial control provisions because investigations had
revealed that companies that paid bribes overseas never accurately recorded the illicit
transactions on their books. Instead, companies had concealed the bribes by falsely describing
the payments as other transactions. Judge Sporkin “theorized that requiring the disclosure of all
bribes paid would, in effect, foreclose that activity.”®

1. Application

The record keeping and internal controls provisions of the FCPA apply to issuers, those
companies whose securities are registered with the SEC, or who are required to file reports with
the SEC, pursuant to the Securities Exchange Act of 1934, regardless of whether they have any
foreign operations.”

2. Record-Keeping Provisions

The FCPA requires every issuer to “make and keep books, records, and accounts which, in
reasonable detail, accurately and fairly reflect the transactions and dispositions of the assets.”*
“Reasonable detail” means such level of detail as would satisfy prudent officials in the conduct
of their own affairs.* Inadvertent mistakes will not give rise to enforcement actions or
prosecutions.42 The Act defines “records” to include “accounts, correspondence, memorandums,
tapes, discs, papers, books, and other documents or transcribed information of any type.”*

Again, these provisions apply to issuers, regardless of whether or not they have foreign
operations and whether or not bribery is involved. The act creates an obligation for issuers with
respect to their affiliates as well. Where an issuer holds fifty percent or less of the voting power
with respect to a foreign or domestic firm, the FCPA requires only that the issuer proceed in
good faith to cause the affiliate to devise and maintain a system of internal accounting controls to
the extent reasonable under the circumstances.** An individual or entity may be criminally liable
if he knowingly falsifies a book, record or account.*

Record keeping violations normally involve three types of offenses:

1. records that simply fail to record improper transactions at all, e.g., off-the-books
transactions such as bribes and kickbacks;

2. records that are falsified to disguise aspects of improper transactions otherwise
recorded correctly; and

3. records that correctly set forth the quantitative aspects of transactions but fail to
record the qualitative aspects of the transactions that would have revealed their
illegality or impropriety, such as the true purpose of particular payments to
agents, distributors or customers.

It is not necessary to an FCPA violation that the inaccurately recorded transactions in question be
material under federal securities laws.



LATHAM&WATKINSue

An issuer can violate the books and records provisions if a foreign subsidiary creates false
records to conceal an illicit payment, and the issuer parent then incorporates the subsidiary’s
information into its books and records. For example, in 2000 the SEC brought a books and
records action against IBM Corp. related to “presumed illicit payments” to foreign officials by
one of IBM’s wholly-owned subsidiaries. The SEC alleged that IBM-Argentina paid money to a
subcontractor which payment in turn was given to certain foreign officials. The SEC charged
that IBM-Argentina’s then-senior management overrode IBM procurement and contracting
procedures and fabricated documentation to conceal the details of the subcontract. IBM-
Argentina allegedly recorded the payments to the subcontractor as third-party subcontractor
expenses, and IBM incorporated this information into the form 10-K it filed with the SEC in
1994. Without admitting or denying the SEC’s allegations, IBM consented to the entry of a
cease and desist order and agreed to pay a $300,000 civil penalty.*’

3. Examples of Transactions Which Accounting Records May Fail to
Adequately or Accurately Disclose

° political contributions;

° smuggling activities;

° commercial bribes or kickbacks;

° income tax violations;

° customs or currency violations;

° payments to foreign government officials; and
o extraordinary gifts

4. Internal Controls

The FCPA’s internal controls provisions codify existing auditing standards*® and require issuers
to devise and maintain a system of internal accounting controls sufficient to provide reasonable
assurances that:

(1) transactions are executed in accordance with management’s general or specific
authorization;

(2) transactions are recorded as necessary:
(a) to permit preparation of financial statements in conformity with generally
accepted accounting principles or any other criteria applicable to such
statements; and

(b) to maintain accountability for assets;

3) access to assets is permitted only in accordance with management’s general or
specific authorization; and
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(4) the recorded accountability for assets is compared with the existing assets at
reasonable intervals and appropriate action is taken with respect to any
differences.”

“Reasonable assurances” means such degree of assurance as would satisfy prudent officials in
the conduct of their own affairs.”

The FCPA does not mandate “any particular kind of internal controls systems.”' Rather the test
for compliance is “whether a system, taken as a whole, reasonably meets the statute’s specified
objectives.” A person or entity may be criminally liable if he knowingly circumvents or
knowingly fails to implement an internal accounting controls system.” No criminal liability is
imposed for insignificant or technical accounting errors.

An SEC books and records consent decree resolution will in virtually all circumstances be
preferable to a DOJ indictment or SEC bribery complaint.

C. Opinion Letters

In 1980 the Department of Justice instituted an FCPA review or opinion procedure,” and in
1992, it published a final rule®® which enables public companies and all domestic concerns to
obtain an opinion of the Attorney General as to whether prospective conduct would conform
with the DOJ’s enforcement policy regarding the anti-bribery provisions of the FCPA. Under
this procedure, a request must relate to an actual transaction and not a hypothetical one. It also
must be prospective, i.e., made prior to the requestor’s commitment to proceed with a
transaction.”” The request must be specific and furnish “all relevant and material information
bearing on the conduct ... and on the circumstances of the prospective conduct.”®

A favorable opinion from the Justice Department creates a rebuttable presumption, applicable in
any subsequent enforcement action, that the conduct described in the request conformed with the
FCPA. In considering the presumption, a court will weigh all relevant factors, including whether
the submission to the Attorney General was accurate and complete and whether the actual
conduct diverged from that described in the request. An FCPA opinion provides a safe harbor
only to the requestor and affords no protection to any party that did not join in the request.”’

Since 1980, the Department of Justice has released 42 opinions pursuant to this review
procedure, and many of those matters involved minor gifts or payments.”® The reluctance of
corporations to use the opinion procedure has been attributed to the risk of the loss of
confidentiality, the possibility of negative results, and the risk of instigating further government
investigation.”’ Although one might anticipate that the 1998 amendments would have spawned
greater use of the opinion procedure as businesses sought clarification of the new provisions,
there were, in fact, no opinions released in 1999 and only twelve opinions issued from 2000
through 2005.%

D. Penalties, Fines and Other Sanctions

The FCPA is a criminal statute for which sentences of individuals and corporations are
considered in the context of the United States Sentencing Guidelines (U.S.S.G.).%
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Individuals who commit willful violations of the FCPA anti-bribery provisions may be punished
by up to $250,000 in fines and/or five years imprisonment.** Individuals who violate the FCPA
accounting provisions may be fined up to $5,000,000 and imprisoned up to 20 years.®
Corporations may be fined up to $2,500,000 per violation of the FCPA accounting provisions®®
and $2,000,000 for violation of the FCPA anti-bribery provisions.”” Moreover, under the
Alternative Fines Act, these fines can be much higher: the actual fine may be up to twice the
loss to the victim or benefit the defendant did or sought to obtain by making the corrupt
payment.”® Fines imposed on individuals may not be paid by their employer or principal.”’ An
unlawful payment under the FCPA is not deductible under the tax laws as a business expense.”’

The FCPA also allows a civil penalty of up to $10,000 against any firm that violates the anti-
bribery provisions of the FCPA, and against any officer, director, employee, or agent of a firm
who willfully violates the anti-bribery provisions of the Act.”' The 1998 amendments eliminated
a disparity in penalties between U.S. nationals who are employees or agents of issuers or
domestic concerns and foreign nationals who are employees or agents of issuers or domestic
concerns. Previously, foreign nationals were subject only to civil penalties under the FCPA.
Now, all persons may be subject to civil or criminal penalties.”?

A person or company found in violation of the FCPA may be suspended or barred from the
programs of federal agencies such as the Commodity Futures Trading Commission and the
Overseas Private Investment Corporation.”” The suspension by one government agency
generally has government-wide effect.”* Indictment alone can lead to the suspension of the right
to do business with the U.S. government. Other potential collateral consequences for FCPA
violations include ineligibility for export licenses, and SEC suspension and debarment from the
securities business.”

While the Department of Justice has exclusive jurisdiction to prosecute criminal violations of the
FCPA, both the Justice Department and the SEC may obtain injunctive relief to prevent bribery
and recordkeeping violations of the FCPA.®

E. Private Causes of Action

The FCPA does not expressly provide for a private cause of action, and most federal courts have
held that the FCPA does not imply a private cause of action.”” However, foreign bribery can
result in state court litigation. For example, Lockheed Martin, as successor to Loral Corp., was
sued for Loral’s alleged payment of bribes in connection with sale of military equipment to the
Korean government in 1995-96."® The plaintiff, a representative of Loral’s competitor in the
sale, alleged that Loral and its agent conspired to induce the Republic of Korea to award the
contract to Loral - rather than the plaintiff’s client — by employing wrongful means, including
bribes and sexual favors. Plaintiff contended that Loral’s illicit conduct deprived it of a $30
million commission it would have received had its client been awarded the contract and
constituted intentional interference with prospective advantage and unfair competition under
California law. A California trial court dismissed the claims, but the court of appeals reinstated
them, finding inter alia that a claim under the unfair competition law could be predicated on a
violation of the FCPA. Because the parties did not further challenge this finding, the California
Supreme Court accepted, without deciding, that a claim under the California Unfair Competition
Law may be predicated on a violation of the FCPA.”

11
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The Expanded Jurisdiction Over Absent Foreign Persons
A. Origin of the Expanded Jurisdiction

In enacting the FCPA in 1977, Congress originally limited its jurisdictional scope to U.S.
companies and individuals. The 1998 amendments expanded the Act’s jurisdiction to include
foreign individuals and corporations. In particular, Congress amended the FCPA to implement
the provisions of the Convention on Combating Bribery of Foreign Officials in International
Business Transactions adopted by the Organization for Economic Cooperation and Development
(“OECD”) on December 17, 1997 (“the OECD Convention”). The OECD Convention, which
the U.S. Senate ratified on July 31, 1998, required signatories to conform their laws to its terms.
The United States did so with the International Anti-bribery and Fair Competition Act of 1998,
which President William J. Clinton signed on November 10, 1998.%

Among its provisions, the OECD Convention called on signatories to make it a criminal offense
for “any person” to bribe a foreign public official® and required them “to take such measures as
may be necessary to establish its jurisdiction over the bribery of a foreign public official when
the offense is committed in whole or in part in its territory.”™ As a result, the FCPA had to be
modified to conform to the OECD Convention by extending its anti-bribery provisions to cover
any bribery committed by any person (not just issuers or domestic concerns) who commits an
offense, in whole or in part, in U.S. territory.

B. Application of the Expanded Jurisdiction

In 1998 Congress implemented the above OECD Convention sections by adding a new section to
the FCPA, which provides:

It shall be unlawful for any person other than an issuer that is subject to
Section 78dd-1 of this title or a domestic concern (as defined in section
78dd-2 of this title), or for any officer, director, employee, or agent of
such person or any stockholder thereof acting on behalf of such person,
while in the territory of the United States, corruptly to make use of the
mails or any means or instrumentality of interstate commerce, or to do any
other act in furtherance of an offer, payment, promise to pay, or
authorization of the payment of any money, or offer, gift, promise to give,
or authorization of the giving of anything of value to...*>

(Emphasis supplied)

The FCPA thus applies to any person including foreign corporations and foreign nationals who
commits any act in furtherance of a prohibited payment while in the territory of the United
States.

The Department of Justice has broadly interpreted the new “territory” language. For example,
the Department’s Criminal Resource Manual, the manual for federal prosecutors, addresses the
scope of the new section as follows: ‘“Although this section has not yet been interpreted by any
court, the Department interprets it as conferring jurisdiction whenever a foreign company or

12
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national causes an act to be done within the territory of the United States by any person acting as
that company’s or national’s agent.”® Thus, under the Department’s interpretation, the United
States can bring a felony FCPA prosecution against a foreign national who has never set foot in
the United States, provided that the foreign defendant caused some act in furtherance of the
offense to take place in the United States. Moreover, the amended FCPA extends jurisdiction
over absent foreign nationals beyond the person who actually committed the act in furtherance of
the violation. Indeed, the legislative history of the 1998 amendments indicates congressional
intent to make “foreign businesses” liable “for acts taken on their behalf.”® Foreign subsidiaries
and foreign national employees of foreign subsidiaries have clear exposure as a result of the
1998 amendment.

The Department of Justice and the SEC have demonstrated a willingness to take action against
foreign nationals for exclusively overseas conduct. In United States and Securities and
Exchange Commission v. KPMG Siddharta Siddharta & Harsono,™ the Department of Justice
and SEC filed an unprecedented joint civil action against an Indonesian accounting firm and one
of its senior partners, alleging they had authorized the illicit payment of an Indonesian tax
official for the purpose of reducing the tax assessment on a United States client.*” The complaint
alleged that the accounting firm and its partners both aided and abetted their U.S. client’s
violations and committed their own primary violation of the new provision governing non-U.S.
persons. The complaint alleged the Indonesian defendants caused a false invoice to be submitted
to the U.S. company, but did not allege any conduct by the defendants in the United States. The
defendants entered into a consent decree without admitting or denying guilt. The prosecution
stands as clear evidence that the U.S. government is willing to pursue foreign persons for alleged
FCPA violations notwithstanding a very limited territorial nexus to the United States.

C. Interstate Commerce and Territorial Jurisdiction Bases

The traditional federal jurisdictional bases over U.S. companies and individuals is that they
“make use of the mails or any means of instrumentality of interstate commerce in furtherance of
‘an improper payment.””™ The interstate commerce element which has long been broadly
interpreted under the mail and wire fraud statutes® is easily satisfied through the use of the
mails, computer transmissions and telephone calls. The 1998 amendments created an alternative
jurisdiction basis, to wit, nationality. Under the nationality principle, improper payments made
by U.S. citizens and U.S. companies that take place wholly outside the U.S. may be prosecuted
under the FCPA without any interstate commerce requirement.” Nationality jurisdiction has not
been challenged under the FCPA, and a challenge is unlikely given the availability of the broadly
interpreted interstate commerce jurisdiction.

The 1998 amendments and the Department of Justice’s recent prosecutions portend that criminal
defense attorneys will increasingly find themselves defending non-U.S. persons in FCPA
investigations and cases. One issue that counsel for non U.S. persons should keep in mind is due
process limitations on personal jurisdiction of United States courts. Even where a defendant falls
within the broad subject matter jurisdiction of the amended FCPA, the due process clause may be
a bar to U.S. courts exercising personal jurisdiction over a defendant in either criminal or civil
FCPA actions.

13
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1. Civil Cases: Minimum Contacts

The due process clause of the Constitution has been interpreted to provide that a United States
court only may exercise personal jurisdiction over persons who have sufficient “minimum
contacts” with the jurisdiction.”’ The exercise of such jurisdiction must not “offend ‘traditional
notions of fair play and substantial justice.”””> A defendant must have had sufficient activities in
the forum jurisdiction to reasonably anticipate being brought into the forum court.”” In an action
brought under a federal statute, the due process inquiry generally turns on a defendant’s contacts
with th%4United States as a whole - not simply the state where the federal district court is
located.

Defense counsel should consider a due process argument in contesting personal jurisdiction over
a foreign person in an FCPA case where the defendant has little or no contact with the United
States. Extraterritorial conduct that causes a substantial effect in the United States create
personal jurisdiction over a defendant who personally had no contact with the United States. A
person cg(gmmitting such conduct should reasonably anticipate being brought into court in this
country.

De minimis consequences do not, however, suffice to create personal jurisdiction. For example,
in the securities context, the Second Circuit has held that “not every causal connection between
action abroad and ultimate injury to American investors will suffice, ... ‘even assuming ... some
causal relation ... the test for in personam jurisdiction is somewhat more demanding.”””° Thus,
although a foreign person who defrauds U.S. investors through illicit insider trading is plainly
subject to U.S. jurisdiction,’” the issue is much less clear in the case of a foreign person who paid
a bribe to a foreign official, by money transfer from the United States, in circumstances that do
not impact any U.S. investor or company. Where a defendant has little or no contacts with the
United States, the strength of his personal jurisdiction argument will turn largely on the
materiality (or lack thereof) of the U.S. consequences resulting from his foreign conduct.

2. Criminal Cases: Sufficient Nexus

In criminal prosecutions, the due process analysis for personal jurisdiction is usually stated in
terms of whether the defendant’s extraterritorial conduct has sufficient nexus with the United
States. As the Ninth Circuit observed, “The nexus requirement serves the same purpose as the
‘minimum contacts’ test in personal jurisdiction. It ensures that a United States court will assert
jurisdiction only over a defendant who “should reasonably anticipate being hauled into court’ in
this country.”® Thus, foreign persons who plot terrorist acts to be committed in the United
States are subject to jurisdiction of U.S. courts,” as are persons who conspire to smuggle drugs
into the United States.'”

The same result is not necessarily true for a defendant with little or no contacts to the United
States, who causes an act in furtherance of a foreign bribe to take place in the United States - or
who aids and abets foreign bribery by a U.S. person - particularly where the conduct at issue
causes no material consequences in the United States. Where the U.S. government is relying
primarily on an effects test to establish a substantial nexus, the strength of a substantial nexus
defense will depend on the significance of the U.S. effects of the conduct at issue.
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These due process issues are likely to be played out in the courts in the coming years as the U.S.
Government brings additional cases using the amended FCPA’s broad provisions targeted at
persons other than issuers and domestic concerns.

Anti-Bribery Conventions

Companies doing business internationally must be aware of increasing international focus on
rooting out the practice of foreign bribery of government officials. This focus is evident from a
number of major international treaties directed against these practices and legislation in the
signatory nations implementing these pacts. Increasingly, transaction counsel will need to
evaluate transactions through the multiple filters of the various applicable conventions and
national legislation applicable to the transaction.

A. The Organization for Economic and Cooperative Development (“OECD”)
Convention

1. Background

The Organization for Economic and Cooperative Development (“OECD”) Convention was
signed on December 17, 1997.'%" This treaty requires all signatories to take steps to criminalize
the payment of bribes to foreign public officials and to establish appropriate sanctions on firms
and individuals guilty of violating these provisions. The Convention does not eliminate the tax
deductibility of bribes permitted by some countries and does not generally apply to bribes made
to political parties. The U.S. State Department has called the OECD Convention “a major
milestone in U.S. efforts over more than two decades to have other major trading nations join us
in criminalizing the bribery of foreign public officials in international business transactions.”' ">

2. The Main Provisions of the OECD Convention

In general, the OECD Convention requires signatory nations to adopt “effective, proportionate,
and dissuasive criminal sanctions” to those persons who bribe foreign public officials.'” It calls
for each nation to exercise its full jurisdictional powers to punish foreign bribery where the
offense is committed in whole, or in part, on its soil, or is committed by its nationals abroad.'®*
Like the FCPA, it contains both anti-bribery and recordkeeping provisions. Other significant
points of the OECD Convention include:

(1) Active Bribery Only. The Convention only criminalizes “active bribery” which
involves offering or giving a bribe. “Passive bribery,” or the act of soliciting a bribe, is
not addressed on the basis that this is presumably already a criminal offense in most
countries.

(2) Definition of Bribery. Active bribery is defined as a bribe offered or given “in
order to obtain or retain business or other improper advantage in the conduct of
international business.” As with the FCPA, small facilitation payments made with the
intention of expediting or securing the performance of a routine governmental action, are
excluded from the definition of improper payments under the Convention. By referring
to “other improper advantage,” the Convention intends to address situations where a
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payment is made to obtain something to which the company is clearly not entitled (e.g.,
an operating permit for a factory which failed to meet local health and safety standards.)
The Convention also requires signatories to prohibit the use of off-the-book accounts and
other practices used to conceal bribes made to public officials.

3) Public Officials. The Convention defines “public officials” as follows: “any
person holding a legislative, administrative or judicial office of a foreign country,
whether appointed or elected; any person exercising a public function or involved in a
public agency or public enterprise; and any official or agent of a public international
organization.” According to an OECD report of the negotiating conference, the term
“public official” does not encompass political parties, persons on the verge of being
elected or appointed to public office, or private sector corruption'”

4) Civil liability if Not Criminal. The Convention recognizes that in countries like
Japan and Germany, legal entities (e.g., corporations) generally cannot be criminally
responsible under domestic law. However, Article 2 of the Convention requires all
signatories to hold legal entities liable for the bribery of foreign public officials without
specifying whether such liability is to be criminal or civil. Article 3.2 further requires
that in countries which do not impose criminal liability on legal persons, “effective,
proportionate, and dissuasive non-criminal sanctions, including monetary sanctions”
should be imposed.

(5) Reliance on Domestic Laws. The Convention seeks to impose general standards
rather than detailed prohibitions. Though it provides a definition of the offense
criminalized, the Convention also relies on the fact that its signatories’ domestic laws
regarding the issue of internal bribery or their rules pertaining to criminal law will be
extended so as to address the bribery of foreign public officials.

3. The OECD Convention and Domestic Legislation

By 2004, all 35 signatories had ratified the OECD Convention and had approved legislation to
implement the Convention.'” 1In the United States, the International Anti-Bribery and Fair
Competition Act of 1998 amended the FCPA to implement the OECD Convention. Other
countries have similarly adopted legislation, which vary widely on many significant points. As a
result, corporations conducting international business must scrutinize carefully the law in each
OECD country where they do business.

The OECD Convention has not yet achieved the goal of leveling the playing field between U.S.
persons subject to the FCPA and their foreign competitors. The most recent State Department
report found many deficiencies in the implementing legislation of the signatories, including,
among others, France, Japan, and the United Kingdom.'”” The report notes, however, that many
of the deficient countries are in the process of considering, or implementing, amendments to their
legislation that may put more teeth in their enforcement programs.'® Persons engaged in
international commerce, and their counsel, should stay abreast of these developments.
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B. The Organization of American States (“OAS”) Convention

Similar to the FCPA, the Organization of American States (“OAS”) Inter-American Convention
Against Corruption requires parties to criminalize the bribery of foreign officials.'” To serve its
purpose of preventing, detecting, punishing and eradicating corruption, the OAS Convention
calls for cooperation among countries in the fight against domestic and transnational
corruption.'’”  The convention requires that member states afford one another the “widest
measure of mutual assistance” in the criminal investigation and prosecution of such acts.''' As a
result, parties must extradite individuals that violate another country’s anti- corruption laws.'"
Morelol\;er, member states cannot invoke bank secrecy as a basis for refusing to assist another
state.

Parties are also required to update their domestic legislation to criminalize corrupt acts such as
transnational bribery to prevent any national from bribing an official of another state and illicit
enrichment to prohibit inexplicable increases in assets of government officials.''* The U.S.,
however, ratified the OAS Convention in September 2000 with the understanding that the U.S.
would not establish a new criminal offense of illicit enrichment because it is constitutionally
problematic.' "

The OAS Convention entered into force on March 6, 1997. Twenty-three countries have signed
the convention,''® and twenty-nine countries have ratified the convention.'"’

C. The Council of Europe (“CoE”) Convention

The Criminal Law Convention on Corruption criminalizes a wide range of corrupt practices in
both the public and private sector such as bribery of domestic and foreign public officials, active
and passive bribery in the private sector, and money laundering of proceeds from corruption
offenses.''® Similar to the OAS Convention Against Corruption, the Council of Europe (CoE)
calls for states to afford one another the “widest measure of mutual assistance” in investigating
or prosecuting such acts.'”” Likewise, the CoE convention deems corrupt acts outlined in the
convention as extraditable offenses.'*’

The Criminal Law Convention on Corruption is open to accession of non-member states.'*! The
“Group of States Against Corruption” (GRECO) shall monitor the implementation of the
convention.'> There are currently twenty-nine ratifications.'” The U.S. signed the convention
in October 2000, but has not yet ratified it.'**

Board of Directors and Management Responsibilities
A. Board of Director Responsibilities

A board of directors has a duty of care to the company that requires it to be informed of
developments in the company’s business and of possible liabilities. Certain categories of SEC
investigations (including those raising issues of circumvention of internal controls, improper
payments, false books and records) may require the directors to inform themselves of the
underlyi?% facts. This is especially true where senior management is accused of improper
conduct.
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B. In re Caremark International Inc. Derivative Litigation (Del. Ch. 1996)

A landmark case that establishes a baseline for the responsibilities of a board of directors is In re
Caremark International Inc. Derivative Litigation.'*® In this case the Delaware Chancery Court
held that the failure of a board of directors to ensure that its company has an adequate corporate
compliance information and reporting system in place could “render a director liable for losses
caused by non-compliance with applicable legal standards.” Commenting on the 1991 enactment
of the Organization Sentencing Guidelines, Chancellor William T. Allen emphasized: “Any
rational person attempting in good faith to meet an organizational governance responsibility
would be bound to take into account this development and the enhanced penalties and the
opportunities for reduced sanctions that it offers.'?’

Further, the chancellor wrote: “The Guidelines offer powerful incentives for corporations today
to have in place compliance programs to detect violations of law, promptly to report violations to
appropriate public officials when discovered, and to take prompt, voluntary remedial efforts.” A
company’s compliance program should be “reasonably designed to provide to senior
management and to the board itself timely, accurate information sufficient to allow management
and the board, each within its scope, to reach informed judgments concerning both the
corporation’s compliance with the law and its business performance.”'**

Chancellor Allen concluded that “a director’s obligation includes a duty to attempt in good faith
to assure that a corporate information and reporting system, which the board concludes is
adequate, exists, and that failure to do so under some circumstances may, in theory at least,
render a director liable for losses caused by noncompliance with applicable legal standards.”'*
Directors therefore have an affirmative duty to find and correct illegal behavior by corporate
employees. The most effective way to fulfill this duly is through an effective and regularly
updated compliance program, including a methodology for identifying and addressing any
violations of applicable laws or company policies.

C. Sarbanes-Oxley Certifications by Public Company Officers

Under the Sarbanes-Oxley Act of 2002, the chief executive officers and chief financial officers
of public companies must certify the accuracy of periodic filings with the SEC."*° A CEO or
CFO must certify that he has reviewed the report, and to his knowledge the report does not
contain any material misstatements or omissions, and the financial statements and other
information contained in the report fairly represent in all material respects the company’s
ﬁnanci211131conditi0n and results of operations of the issuer for the periods presented in the
reports.

The CEO and CFO must also certify in each quarterly or annual report that they are responsible
for establishing and maintaining internal controls'** and have designed such internal controls to

ensure that material information relating to the company and its consolidated subsidiaries is

made known to such officers by others within those entities'”; that they have evaluated the

effectiveness of the company’s internal controls within the past 90 days'*; that they have

presented in the report their conclusions about the effectiveness of their controls'®’; that they
have disclosed to the company’s auditors and the audit committee all significant deficiencies in

the design or operation of internal controls which could adversely affect the company’s ability to
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record, process, summarize and report financial data and have identified for the auditors any
material weaknesses in internal controls, and any fraud, whether material or not, that involves
management or other employees who have a significant role in the issuer’s internal controls.">°

Whoever certifies one of the above statements knowing that the periodic report does not comport
with all the requirements can be fined $1,000,000 and imprisoned up to 10 years."”” Whoever
willfully certifies such a statement knowing it does not comport with the statute’s requirements
can be fined up to $5,000,000 and imprisoned up to 20 years."*® FCPA investigations can trigger
reporting responsibilities and certification issues for publicly held companies and their CEOs and
CFOs.

D. Compliance Programs

The hallmarks of a quality corporate compliance program are a clear statement of the company’s
code of conduct or ethics policy (the “tone at the top”), strong managers and compliance officers,
clear written compliance materials, periodic training and consulting, program monitoring,
enforcement, and periodic audits of specific work programs.

1. The Seven Minimum Steps of an Effective Compliance Program

Corporations should keep in mind the relevant commentary to the Organization section of the
United States Sentencing Guidelines. The commentary for this section states that the “hallmark
of an effective program ... is that the organization exercised due diligence in seeking to prevent
and detect criminal conduct by its employees and other agents.”’” It then sets forth seven
criteria for determining whether a program satisfies minimum standards of due diligence:

(1) The standards and procedures must be “reasonably capable of reducing the
prospect of criminal conduct.” In essence, there must be a sincere commitment
on the part of the organization to prevent and detect criminal conduct.

(2) A specific high-ranking individual or several high-ranking individuals within the
organization must oversee compliance.

3) The organization must exercise due care not to delegate substantial discretionary
authority to individuals who may, based on background or other factors, have “a
propensity to engage in illegal activities.”

(4) The organization must effectively disseminate the standards and procedures to all
employees.

(5) The organization must take reasonable steps to achieve compliance with its
standards.

(6) Employees who violate the standard must be disciplined through an established
mechanism.

(7) Appropriate modifications to the program must be made after offenses are
detected so that future offenses might be prevented.
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In addition, SEC enforcement actions and DOJ plea agreements offer guidance on compliance
programs. For example, in United States v. Metcalf & Eddy, Inc., the defendant and the
Department of Justice settled a civil enforcement case arising from the defendant’s alleged
corrupt payments of travel and entertainment expenses to an Egyptian government official. '*°
As part of the settlement, the DOJ required the defendant to adopt a compliance and ethics
program for the purpose of preventing future FCPA violations.'"*! The terms of the program set
forth in the consent decree have been interpreted as signaling what the Department views as the
components steps of an effective compliance program. These components include the following:

a clearly articulated corporate policy prohibiting violations of the FCPA and the
establishment of compliance standards and procedures to be followed by the company’s
employees, consultants and agents that are reasonably capable of reducing the prospect of
violations;

the assignment to one or more senior corporate officials of the responsibility of
overseeing the compliance program and the authority and responsibility to investigate
criminal conduct of the company’s employees and other agents, including the authority to
retain outside counsel and auditors to conduct audits and investigations;

establishment of a committee to review and conduct due diligence on agents retained for
business development in foreign jurisdictions as well as foreign joint venture partners;

corporate procedures to ensure that the company does not delegate substantial
discretionary authority to individuals who the company knows, or should know, have a
propensity to engage in illegal activities;

corporate procedures to ensure that the company forms business relationships with
reputable agents, consultants, and representatives for purposes of business development
in foreign jurisdictions;

regular training of officers, employees, agents, and consultants concerning the
requirements of the FCPA and of other applicable foreign bribery laws;

implementation of an appropriate disciplinary mechanism for violations or failure to
detect violations of the law or the company’s compliance policies;

establishment of a system by which officers, employees, agents, and consultants can
report suspected criminal conduct without fear of retribution or the need to go through an
immediate supervisor;

in all contracts with agents, consultants, and other representatives for purposes of
business development in foreign jurisdictions, inclusion of warranties that no payments of
money or anything of value will be offered, promised or paid, directly or indirectly, to
any foreign official public or political officer to induce such officials to use their
influence with a foreign government or instrumentality to obtain an improper business
advantage for the company;
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e in all contracts with agents, consultants, and other representatives for purposes of
business development in a foreign jurisdiction, inclusion of a warranty that the agent,
consultant, or representative shall not retain any subagent or representative without the
prior written consent of the company; and

¢ in all joint venture agreements where the work will be performed in a foreign jurisdiction,
inclusion of similar contractual warranties regarding no payments of foreign officials and

no hiring of subagents or representatives without prior written permission.

142

Each company conducting foreign business will present a different set of issues and
challenges, and the necessary components will vary from company to company.

2.

FCPA Compliance Program Failures

Failures of FCPA compliance efforts can significantly damage a corporate program’s overall
effectiveness and deprive the company of salutary benefits under the Organizational Sentencing
Guidelines. Such failures include:

Companies fail to adopt, and fully distribute a clear, written code of conduct or
ethics policy, and more particularly, written policies prohibiting FCPA-proscribed
conduct and policies establishing a methodology for the identification, selection,
approval, and retention of foreign agents, consultants, or other third-party
contractors in connection with foreign government procurement or other projects.

Companies fail to adequately undertake and document their due diligence efforts
in evaluating potential agents, consultants, third parties and joint venture partners.

Companies fail to appoint compliance officers.

Companies delegate compliance to officers or employees who have no real
understanding or training in FCPA requirements and issues. Similarly, companies
mistakenly delegate compliance activities to persons who have an inherent
conflict of interest, e.g., having a marketing or project proponent undertake due
diligence of proposed agents.

Companies do not require senior management or newly hired senior managers to
undertake periodic ethics and FCPA training.

Companies fail to rotate senior management personnel out of high risk countries.

Companies fail to work closely with their outside auditors to evaluate annually
FCPA efforts and to modify audit work programs, policies and training.

Companies lack experienced internal auditors that regularly focus on FCPA
issues.
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° Companies fail to make compliance a priority and, due to the press of other
legitimate business matters, compliance efforts and training become a secondary
priority.

° Companies fail to implement internal financial controls that reduce risks of

improper payments (e.g., check issuance, wire transfers).

° Companies take a laissez-faire attitude about FCPA-proscribed conduct, and
senior managers or sales personnel rationalize that other American or foreign
competitors engage in FCPA-proscribed conduct.

o Companies do not adequately monitor the activities of foreign subsidiaries.

° Companies and their managers ignore their own compliance rules and policies
due to business deadlines and time constraints, and senior managers or sales
personnel engage in questionable practices, without advance compliance
clearance or legal advice.

° Companies fail to translate into appropriate foreign languages their compliance
codes, policies, forms and questionnaires.

° Companies and their managers take a “head-in-the-sand” approach with agents,
consultants and partners and senior managers. For example, sales personnel
erroneously assume that if they do not conduct due diligence on agents,
consultants and partners or if they disregard facts that should prompt them to
make further inquiries, they will not face any liability.

° Companies hire or appoint foreign nationals to run overseas operations without
thoroughly training them on the specific requirements and prohibitions of the
FCPA.

° Companies fail to employ standard-form baseline contracts for foreign agents,

joint ventures, sales representatives, consultants, and other contractors or to
enforce model uniform covenant, warranty and representation clauses. Random
departures from the company’s standard-form foreign agent consultant or
representative agreements will raise questions about a company’s commitment to
compliance and internal controls.

° Companies fail to continually monitor and update their ethics and FCPA
compliance efforts. In particular, in-house legal departments fail to regularly
review, reevaluate and modify compliance programs along with agent consultant,
third party and joint venture agreements for FCPA-related issues, developments
and best practices.

° Due diligence efforts fail to address local law issues that may be relevant to
agency or consultant agreements, joint venture agreements or employment
relationships.
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° Companies fail to take appropriate disciplinary actions in the wake of FCPA
misconduct.

Transaction Issues and Considerations
A. Overview

Persons transacting business internationally must always consider possible issues arising under
the FCPA. While these issues are particularly relevant in the context of the sale of goods or
services to foreign governments and their instrumentalities, FCPA issues can arise even in the
context of purely private-sector transactions. Thus, an improper payment to a foreign
government official to obtain a license to commence or continue a business activity, e.g., a
telecommunications project, may equally be an FCPA violation. General counsel and transaction
counsel must be sensitive to FCPA issues in any international transaction, regardless of the direct
or indirect role of any governmental entity.'*

A second significant issue is that some transaction counsel erroneously consider the FCPA to be
an issue only when a traditional “intermediary” (agent, commission sales representative, or
consultant) is involved, and who could be a possible conduit or payor of an improper payment.
Thus, many multinational companies undertake appropriate review and due diligence only in the
context of retaining agents, consultants or sales representatives but not in situations involving
mergers, acquisitions, or joint ventures. However, as the March 2005 DOJ and SEC criminal
and enforcement actions against Titan Corporation demonstrated in an ill-fated merger with
Lockheed-Martin,'** FCPA issues can also arise in any transaction ranging from foreign
investments or acquisitions, joint ventures, licensing arrangements, infrastructure projects, offset,
countertrade agreements, and mergers. A corporation can violate the FCPA as much for the
actions of a joint venture partner or a subcontractor as it would for the actions of a traditional
agent, sales representative, or consultant.

Companies operating internationally should implement procedures and steps to assure that FCPA
and related compliance considerations are taken into account in every overseas transaction.
General counsel and transactional counsel must ensure that the following elements are included
in the procedures and methodologies of reviewing and implementing all overseas transactions.

1. Selection Criteria. Agents, sales representatives, consultants, partners or other
third-party contractors (collectively “third-party contractors”) must be identified
and selected on the basis of objective and written evaluation criteria, e.g., a
partner is selected on the basis of identifiable commercial and technical
competence and not because he is the relative of an important government
official.

2. Target of Joint Venturer’s Business with Foreign Governments. In considering a
target or joint venture partner, one must consider the volume and percentage of
the acquiree’s business derived from foreign government contracts as well as its
countries of operation.
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B.

Due Diligence and Reputation Check. Third-Party contractors are objectively
evaluated and due diligence is undertaken into their business reputation and
integrity. Depending upon the scope of the relationship and other factors, such
due diligence may include: (i) checking public sources of information; (ii)
checking with business references provided by the potential third-party
contractor; (iii) interviewing the third-party contractor; (iv) obtaining information
from U.S. government sources; and (v) obtaining information from institutions
(banks, accounting firms, lawyers) in the third-party contractor’s country of
operations.

Contract Provisions. Written agreements with third-party contractors must be
within the norm for and consistent with standard arrangements in the industry or
geographic sector. The agreements should specify duties or services to be
provided by the agents, consultants or contractors. The agreements must contain
certain standard representations, warranties, covenants and the like, infra. The
agreements must provide for periodic FCPA certifications and termination for
breach of any representations, warranties or covenants or other FCPA-related
requirements.

Related and Unrelated Transactions. Transactional counsel must look at the big
picture to assure that a third-party contractor is not possibly structuring the
transaction and related or unrelated agreements so as to generate funds, with or
without the company’s explicit knowledge, and utilize the funds to make
improper payments. There have been examples recently of business arrangements
and structures that may not make economic sense and trigger concerns about
funds being delivered to third-party contractors to facilitate improper payments.
For example, SEC enforcement activity has evaluated unrelated offshore or third-
country investment projects, offset and counter trade arrangements, inflated
subcontracts, and contracts for “advisory” or other vaguely defined services.

Red Flags. There are certain “signaling devices” or “red flags” that should put
transactional counsel on notice to review a transaction carefully, because such
signs are possible indications that improper payments may be intended by third-
party contractors.

Examples of Red Flags

Certain signs may suggest that improper payment activity has occurred or may be occurring.
Standing alone these signaling devices or red flags certainly do not prove the existence of illicit
or improper activity. However, they may suggest the need for further inquiry and economic
justification for the arrangements as well as greater vigilance and audit activity during the
implementation stages.

Fifteen warning signs that can portend FCPA problems are listed below. Although these red
flags focus on agents and consultants, they apply equally to joint venturers, contractors and other
business partners:
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10.

11.

12.

13.

14.

15.

the agent or consultant resides outside the country in which the services are to be
rendered;

the commission payments to the agent or consultant are required to be made
outside the country and/or to a country linked to money laundering activity;

company wire transfers do not disclose the identity of the sender or recipient;

the agent or consultant demands an unusually high commission without a
corresponding level of services or risk (e.g., an agent who bears financial risks on
delivery of goods or performs substantial pre- or post-sales services may be
entitled to greater compensation than a pure commission agent/broker);

the agent or consultant refuses to disclose its complete ownership;

the agent or consultant does not have the organizational resources or staff to
undertake the scope of work required under the agreement (e.g., pre-award
technical activities or logistical assistance, and post-award activities such as
assistance with customs, permits, financing, licenses, etc.);

the agent or consultant has a close family connection with or other personal or
professional affiliation with the foreign government or official;

an agent or consultant’s family members or relatives are senior officials in the
foreign government or ruling political party;

the agent or consultant has been recommended to the company by a foreign
official of the potential government customer;

the agent or consultant has undisclosed sub-agents or sub-contractors who assist
in his work;

the agent or consultant’s commissions are greater than the range which is
customary or typical within the industry and region;

the agent or consultant refuses to sign representations, warranties and covenants
that he/she has not violated and will not violate the requirements of the FCPA;

the agent or consultant requests or requires payment in cash;

the agent or consultant requests that payments be made to a bank located in a
foreign country unrelated to the transaction, or be made to undisclosed third
parties;

the agent or consultant requests that false invoices or other documents be prepared
in connection with a transaction;

25



LATHAM&WATKINSue

16.  the transaction involves or takes place in a country with a general reputation for
bribery and corruption;

17.  there is a lack of transparency in expenses and accounting records; and/or

18. a party to a contract requests a campaign contribution to a foreign party candidate
be made in cash or not be disclosed.

C. Transparency International (T1) 2005 Corruption Perception Index

In October 2005, Berlin-based Transparency International issued its seventh “Corruption
Perception Index,” ranking 159 countries according to the extent they are internationally
perceived to have corrupt business environments.'> More than two-thirds of the nations
surveyed scored less than 5 out of a clean score of 10, indicating serious levels of corruption in a
majority of the countries surveyed. In the most recent TI index, the 30 “worst countries,” i.e.,
those that are perceived to be the most corrupt, were in order:

Ranking Country
1 Bangladesh, Chad
5 Haiti, Myanmar, Turkmenistan
8 Cote d’Ivoire; Equatorial Guinea; Nigeria
9 Angola
16 Democratic Republic of Congo, Kenya, Pakistan, Paraguay,
Somalia, Sudan, Tajikstan
23 Azerbaijan, Cameroon, Ethiopia, Indonesia, Iraq, Liberia,
Uzbekistan
30 Burundi, Cambodia, Republic of Congo, Georgia, Kyrgystan,

Papua New Guinea

Naturally, there are clear differences of opinion about any such characterization of these (or any)
countries as “most corrupt,” insofar as the bribery reputation of the foreign country is a red flag;
however, this list (and similar lists from other organizations) may be useful to counsel in
evaluating the potential risks of a proposed foreign transaction, handling an internal
investigation, or defending a government investigation, or to auditors deciding which foreign
operations to prioritize in FCPA audit reviews.

D. Agents and Consultants

The “knowing” standard in the FCPA means that a company is equally liable whether an
improper payment is made by the company’s employees or a third party, such as an agent or
consultant. In view of the strong ethics or code of conduct policies at many multinational
companies, it is more likely that an agent, consultant or other third party will make an improper
payment than an officer or employee. A company can be held responsible for the actions of an
agent or other third party if it: (1) authorizes an agent or third party to make improper payments
to foreign officials or (2) makes payments to an agent or third party, knowing that all or a portion
of money will be paid directly or indirectly to foreign officials. The FCPA makes clear that
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proof of actual knowledge is not required. Knowledge is satisfied when a person is aware of a
high probability of the existence of a particular circumstance.'*® In short, individuals may not
consciously disregard or deliberately ignore suspicious facts.

Multinational companies routinely enter into arrangements with local agents, sales
representatives or consultants who assist in procuring government business. While each
company has its own particular approach to such relationships, it is imprudent for a multinational
company to not provide clear direction to the local party concerning FCPA-proscribed behavior
and to not obtain the local party’s written affirmation of these standards. Typically, of course,
such direction and affirmation is contained in written agreements. Such agreements for example,
in the case of an agent or consultant, should consider the following terms:

1. Representations and Warranties

e A representation about the identity of all shareholders, directors, officers
and other “stakeholders” of the agent or consultant.

e A representation that no shareholder, director, officer, or employee is a
foreign official (as defined in the FCPA).

e A representation that in respect of any business for which it provides or
may have provided consulting services to the company, it has not paid,
offered or agreed to pay any political contributions. Alternatively, a
representation that it will disclose and has no objection to the disclosure of
all political contributions to the U.S. and/or foreign governments.

e A representation that the agent or consultant has no undisclosed sub-
agents or third parties who have any role in the agency company.

e A representation that the agent or consultant has not been convicted of or
pleaded guilty to an offense involving fraud, corruption, or moral turpitude
and that it is not now listed by any government agency as debarred,
suspended, proposed for suspension or disbarment or otherwise ineligible
for government procurement programs.

e A representation that the agent or consultant will not make and has not
made directly or indirectly any payments or given anything of value to any
foreign official in connection with the company’s activities or in obtaining
any other business from any governmental agency or instrumentality.

e Failure to inform the company of a material change in a representation or

warranty or any event that renders or materially alters a representation
shall give the company the right to terminate the agreement.
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2. Covenants

e Covenants that all of the representations listed above will remain true,
accurate and complete at all relevant times and that the agent will
promptly inform the company if any of them change (e.g., a shareholder
becomes a foreign official).

3. Annual Certifications and Audits

e Agent or consultant will provide annual certifications relating to its
understanding of and compliance with the FCPA.

e Agent or consultant will permit company, or an independent accountant, to
audit its books and records to assure compliance with the FCPA. (This
provision is often difficult to negotiate.)

4, Payments

e Company will make payments only to an established bank account in the
country where the business activities are taking place (payments in another
offshore location should be limited to special cases that can be justified).
Under no circumstances will payments be made in cash or to third parties.

5. Compliance With Applicable Laws

e Agent or consultant will certify that it is in compliance with all applicable
laws relating to: (a) its status as a legal entity; (b) its role as an agent for
the Company; (c) its scope of work for the Company, including its
appearance before governmental agencies and instrumentalities; and (d) its
receipt of funds as set forth in the agreement.

E. Joint Ventures and Other Arrangements
1. Transaction Issues

FCPA issues can also arise in transactions involving joint ventures. For example, U.S.
companies seeking to sell goods or services in other countries will frequently enter into joint
ventures for various commercial, legal or financial reasons. In many jurisdictions, it is a
requirement of law that foreign parties must have a local partner to undertake certain projects. In
other cases, it will be essential, as a matter of operational necessity, that a foreign company have
a local partner in order to access local labor, equipment, financing, and other resources. In large
infrastructure projects, the requirements of different forms of input (construction, equipment,
labor), level of financing, and risk allocation may require the formation of a joint venture
company to undertake such projects. A joint venture can simply be a contractual agreement
relating to a particular project, with each party agreeing to undertake certain activities and
receive certain benefits and compensation in return. More typically, a joint venture will consist
of the formation of a new legal entity under the laws of the country in question, with its equity
ownership, board of directors and day-to-day management shared between the partners.
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Whatever the form, the joint venture needs to incorporate the same procedures and methodology
described above to minimize its risk of FCPA violations.

2. FCPA Opinion Procedure Release 2001-01 (May 24, 2001)

U.S. companies forming joint ventures with other foreign companies under which each party will
contribute pre-existing contracts to the venture should be aware of potential FCPA issues relating
to the contracts procured by the foreign company prior to formation of the venture. In May
2001, the Department of Justice addressed this subject through its opinion release procedure
when a U.S. company sought guidance concerning its plans to enter into a joint venture with a
French company.'*” Both companies planned to contribute pre-existing contracts to the venture,
including contracts procured by the French company before the effective date of the new French
Law No. 2000-595 Against Corrupt Practices (“FLAC”). In indicating that it would not take any
enforcement action under the facts and circumstances there presented, the DOJ raised several
important issues.

The U.S. company requesting the opinion letter informed the DOJ that the French company had
represented that none of the contracts and transactions to be contributed by the French company
were procured in violation of applicable anti-bribery or other laws. In response, the Department
of Justice noted that it specifically interpreted this representation to mean that all the contracts
the French company was bringing to the joint venture were obtained in compliance with all
applicable anti-bribery law - not just French law. The Department then stated that if the French
company’s representation was “limited to violation of then-applicable French law, the Requestor,
as an American company, may face liability under the FCPA if it or the joint venture knowingly
takes any act in furtherance of a payment to a foreign official with respect to previously existing
contracts irrespective of whether the agreement to make such payments was lawful under French
law when the contract was entered into.”'*® Thus, a U.S. company can be held liable if it takes
any act in furtherance of a payment (e.g., payment of a commission due an agent who had
previously assisted in obtaining a contract for the foreign partner) to a foreign official in
violation of the anti- bribery provisions of any country.

Opinion 2001-01 also allowed the DOJ to state its view concerning the appropriate termination
provision for the joint venture. The joint venture agreement provided that the U.S. company
could opt out of the venture or terminate its obligations if “(i) the French company is convicted
of violating the FLAC; (ii) the French company enters into a settlement with an admission of
liability under the FLAC; or (iii) the Requestor learns of evidence that the French company
violated anti-bribery laws and that violation, even without a conviction or settlement, has a
material adverse effect upon the joint venture.” The Department objected to the “material
adverse effect” standard, which it called “unduly restrictive.” The Department noted, “Should
the Requestor’s inability to extricate itself result in the Requestor taking, in the future, acts in
furtherance of original acts of bribery by the French company, the Requestor may face liability
under the FCPA.” As a result, the Department specifically declined to endorse the “materially
adverse effect” standard. This opinion highlights for transaction counsel the importance of
structuring joint ventures and acquisitions such that “FCPA-tainted” assets or contracts not result
in liability for the U.S. party.
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Conducting an Internal Investigation

A.

Reasons to Conduct an Internal Investigation

There are compelling legal, practical and tactical reasons to conduct an internal investigation in
the wake of FCPA allegations. They include:

1.

2.

B.

To fulfill the legal duties of directors and management;

To marshal the facts and prepare for the defense of a potential investigation by
federal prosecutors or the SEC, or litigation with shareholders and others;

To review, reconsider and revise accounting procedures and internal controls to
make sure that adequate systems are in place;

To assist the Board of Directors and company in determining whether the
company has made accurate disclosures;

To modify the compliance program and take appropriate disciplinary actions so as
to minimize the recurrence of improper acts or the risk of future prosecution;'*

To later obtain the benefit of prosecutorial discretion (i.e., declination) by
demonstrating that upon discovering misconduct, the company was proactive,
investigated the matter, took appropriate disciplinary and remedial measures or
voluntarily disclosed to the government;

To reduce potential corporate sentencing exposure under the Organizational
Guidelines (Chapter 8, United States Sentencing Guidelines); and

To make recommendations and provide legal advice to management, Audit
Committees or Board of Directors, consistent with the above objectives.

Selection of Outside Counsel

For a variety of reasons, companies often turn to outside counsel to conduct internal
investigations or to defend grand jury investigations.

1.

Outside counsel have internal investigation and grand jury experience, litigation
skills and resources that inside counsel may not.

Outside counsel generally enjoy at least a partial presumption of independence
from management.

An investigation by outside counsel may receive greater protection against

discovery by the Department of Justice, SEC and others, including attorney work
product and attorney-client communication privileges.'*
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To conduct a major internal investigation or defend a grand jury investigation, some companies
find it prudent to retain or consult a law firm other than their regular outside counsel to secure
particular expertise, to demonstrate greater independence, or to avoid potential conflicts where
the role or advice of regular outside counsel may be an issue.

C.

1.

Basic Investigation Issues and Practices '*!

The first question to decide is who will be told the final results of the
investigation. This will in part be determined by the company’s structure and
whether the investigation reveals wrongdoing by any individuals in the
company’s upper levels. Who is likely to or will see the report may affect
whether a privilege is waived.'*?

Unless the attorney-client and attorney work product privileges are carefully
protected, the report may become discoverable.'*’

Retainer letters and agreements should be clear that counsel is representing the
company alone. Otherwise, there could be joint representation, and the other
client(s) could waive the privileged status of the report.

There are other issues of representation, especially in dealing with officers and
employees.

a. In representing the company or an audit committee, investigative counsel
will come into contact with many middle- and lower-level employees.
These individuals may assume that outside counsel represents them
personally and therefore may offer self-incriminating information. ABA
Model Rule 1.13(d) requires an attorney who represents only a company
or committee to ensure that employees understand that only the company
or committee is the client and that the employees may wish to seek
separate counsel.

b. Counsel should also advise the employees that the interview is privileged
and that the privilege belongs to the company or committee which retains
the right to waive it.">*

c. Employees can be warned that the company may take action against them
later based on the information learned in the interview.

d. Counsel must control who attends interviews with employees. The
presence of a non-attorney at an interview can waive the attorney-client
privilege to the communications.'>

e. Counsel should avoid tape recordings or verbatim transcripts of
interviews. They are less likely to enjoy the status of opinion work
product because they do not reflect counsel’s mental processes.
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D. Reports to Management, Special Committees and/or Board of Directors

A written report simplifies presentation to a board, audit committee or management and
memorializes counsel’s work, conclusions and recommendations. However, it also increases the
danger of waiver and exposes the company to litigation over discovery of the report.

1. The company also may run a risk of appearing noncooperative if it refuses to
share a written report with the government.'*°

2. Because the results of an internal investigation report may be disclosed at some
point careful, draftsmanship is critical. Counsel should draft a report on the
worst-case scenario - that is, that the eyes of customers, vendors, employees,
regulators, prosecutors, private litigants, competitors, shareholders or the media
will read it. Inartful phrasing can result in unintended serious allegations that give
rise to libel claims."’

Increasingly, power point presentations to boards or committees represent a compromise
between oral presentations and detailed written reports.

E. Five Basic Steps of an Internal Investigation

The five basic steps of a standard corporate internal investigation'>® apply to an FCPA internal
investigation. These steps are to:

1. determine the nature of the allegation(s);

2. develop the facts through document review and interviews in the U.S. and abroad,
3. prepare and update a Working Chronology;

4. develop the legal issue(s); and

5. synthesize the facts and law to serve the client’s objective (e.g., to defend a grand
jury investigation; to provide legal advice to a Board of Directors or Audit
Committee as part of an internal investigation, including recommendations as to
compliance programs, discipline and corporate policies; to voluntarily disclose to
the DOJ and SEC in order to obtain leniency, etc.).

Often, the general counsel will have the best overall understanding of the nature of the
allegations and will be able to identify those persons likely to have relevant knowledge.
Document review and witness interviews will often be conducted both in the U.S. and overseas
when complex transactions are at issue.

Promptly securing and preserving electronic data is essential to a thorough internal investigation.
Counsel should take steps to secure electronic storage facilities such as hard drives, network
backup tapes and floppy disks. The SEC and DOJ, when evaluating a company’s cooperation,
will look to see how promptly and diligently management moved to secure evidence. Of course,
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the responsibility of preserving electronic evidence is even greater when responding to a formal
subpoena.

It is most useful to keep a chronology to track and analyze key meetings, documents, due
diligence steps, closings, amendments, potential red flag issues, remedial measures and other
relevant events. Without a constantly updated chronology, it can be difficult to recall and
understand the relationship and timing of key events and documents in a lengthy investigation.
Chronologies are also helpful in tracking the activities of employees or agents in several
countries, ventures or operations. Finally, they are helpful in highlighting key documents,
preparing for important interviews and drafting internal reports, position papers, Wells
submissions and power point presentations for the government.

Legal issue development will obviously focus on the statutory provisions, the legislative history,
the FCPA case law, SEC enforcement actions, possibly foreign law, and any relevant FCPA
opinions issued by the Department of Justice. It will likely include analysis of analogous statutes
such as domestic bribery statutes, applicable conventions (as implemented) and related case law.

F. Unique Aspects of FCPA Investigations and Multinational Operations

1. Employees and Others Assert That the Payments, Offers or Other Practices in
Question are Common and Necessary to do Business in the Country in
Question

Employees, agents and consultants may concede improper payments or related practices
occurred but contend that they are and were necessary to do business in the country in question.
The U.S. government does not recognize this defense and routinely responds that Congress was
well aware of the customs and practices in foreign countries when it enacted the FCPA in 1977.

2. There is Ordinarily No Substitute for In-Country Visits and Interviews

In-country interviews and investigation are usually essential to a full understanding of a
company or an agent’s, consultant’s or contractor’s efforts or services in a foreign country. They
can strengthen the facts and arguments that a company’s officers or employees did not have
reason or a high probability to know that improper payments to foreign officials would be or
were made. To the extent a company elects to voluntarily disclose or otherwise cooperate, visits
and interviews at the locations of the alleged improper activity will enhance the credibility of the
reporting.

As arule, investigation counsel will seek to maintain as low a profile as possible when reviewing
documents and interviewing company personnel and other witnesses overseas.'” In some cases,
the interviewing of company personnel in a foreign jurisdiction, and the procurement of foreign
documents, can implicate local employment, privacy and commercial laws.

3. The Company is Usually Unable to Obtain Access to Certain Foreign Bank
Records

Absent an express contractual provision that a foreign agent, consultant, or partner must provide
bank records to a company or to an independent accountant, it is unlikely that a company or its
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investigation counsel will be afforded access to third party foreign bank records. This limits the
ability of a company to determine whether an agent, consultant or business partner has paid
improperly monies to a foreign official. In very limited cases, local law may provide judicial
remedies to obtain access to bank accounts and trace the disposition of funds from those
accounts.

4, Counsel May Wish to Retain an Independent Accounting Firm to Assist it in
Reviewing Accounting Systems and Weaknesses as Well as Internal Control
Issues

Accounting firms often assist investigation counsel in major internal investigations. They can
identify books and records and internal control issues and recommend remedial measures. These
firms should be independent and not the regular outside accounting or auditing firm to the
company. Since there is no federal accountant-client privilege, investigation counsel - not the
client - should retain the accounting firm under a clearly defined scope of work set forth in an
engagement letter. Investigation counsel should carefully monitor the scope of the accountant
engagement and work product.

5. Multinational Companies Will Often Legitimately Maintain Separate Sets of
U.S. and In-Country Books and Records

Multinational companies will often keep and maintain separate sets of financial books for U.S.
and in-country operations. For example, overseas companies may have joint ventures with major
competitors, for which it would be inappropriate for a parent corporation or subsidiary to share
certain financial information. In such circumstances it may be appropriate or necessary to keep
separate books and records.

6. Sources of Information In-Country

In conducting an internal investigation of a foreign operation, there are many sources of
information that can help determine whether it is more likely than not that a certain event
occurred, or was a factor in a questionable transaction. These sources are many of the same
sources that transaction counsel would use in conducting the initial due diligence for a foreign
transaction. Some helpful foreign sources include:

a. In Country Records
1. Consulting Contracts, Joint Venture Agreements and Agency
Agreements
Electronic Data Bases
General Ledgers
Local Bank Account Statements
Subcontracts
Vendor Lists and Aging Accounts
Expense Reports
Correspondence Files
Petty Cash Accounts
0.  Purchase Records
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11.  Professional Service Fees
12. Off the Books Records
b. In Country Employees
General Managers
Financial Officers
Sales and Marketing Personnel
Accounting and Bookkeeping Personnel
Operations Personnel
Information Technology Personnel
Purchasing Department Personnel
Project Superintendents and Engineers
0. Project Estimators
10.  Security Personnel
Former Employees
Subcontractors
Agents
Periodicals and Publications
1. Local Business and Trade Journals
2. World Trader Data Reports
3. Dun & Bradstreet Reports
4. Transparency International Reports
Local Law Firms
Local Accounting Firms
Chambers of Commerce'®
Banking References
Local Industry Associations
U.S. Embassies (Commercial Attaché)
State Department and Commerce Department Desk Officers
Private Investigators
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7. Third Parties Including Foreign Competitors, Subcontractors and Agents and
Foreign Government Officials or Candidates Often Have Political and
Economic Motivations to Disparage a Multinational Company or |Its
Subsidiaries

From time to time, multinational companies receive serious FCPA allegations only to discover
that the allegations are a product of disgruntled employees, foreign competitors, subcontractors
and agents, or foreign government officials or candidates who may have strong political and
economic motivation to disrupt and disparage the operations. While no allegation can be
dismissed lightly without some level of review, it is important to, whenever possible, locate and
determine the actual source of the allegation to determine its legitimacy before commencing a
full-scale investigation.
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8. There is Often Extraordinary Business Pressure to Enter into An Overseas
Joint Venture or Other Commercial Agreement

Foreign governments vary a great deal in the manner and timing of offering investment
opportunities and contract awards to international companies. Moreover, many overseas project
opportunities are the subject of local and foreign political pressures, including in the case of
developing countries, pressures from favored allies or ex-colonial powers, bilateral financing
entities and lending agencies. There are often unique procedural requirements and delays in
project announcements and competitive bidding. Occasionally, foreign investment opportunities
are substantially altered, restructured or accelerated by the host governments for political and
financial reasons. Accordingly, multinational companies, which usually have layered levels of
approval, must often rush to meet a newly announced deadline, leading to a lack of a complete
paper trail and inadequate due diligence compared to what might occur in a purely domestic
project.

Large investments and ventures with foreign partners or contractors can also be documented by
somewhat informal documentation that is contrary to the custom and practice of such companies
and their counsel. Moreover, until such time as a company is assured of a project award, it may
not wish to enter into full-blown properly documented arrangements. In some cases, a company
may never enter into such detailed documentation, due to inertia or the priority of ongoing
projects. Seemingly negligent failures to document significant projects need to be understood in
context. Examples occur on small as well as large projects, including large resource
exploitation, infrastructure, and privatization projects.

G. Recommendations to Management, Special Committees, Audit Committees
or Boards of Directors

At the conclusion of an investigation which raises issues or uncovers problems, counsel will
likely make recommendations to the client to correct problems, including changing policies and
procedures, modifying audit work programs, instituting or increasing training, disciplining
wrongdoers and conducting periodic FCPA follow-up legal audits in foreign jurisdictions where
the company does business or in the region where the company has encountered problems.

Recommendations must be constructive and reasoned: if they are too minor, too rigid, too many
or overly burdensome, there is a clear risk that they will not be implemented. When making
recommendations, it is generally useful to set reasonable deadlines for implementation of the
recommendations and to assign specific responsibility to managers, lawyers or compliance
officers. If not, other business priorities can intervene, and the recommendations will not be
timely or ever implemented. Boards of Directors, shareholders, prosecutors and regulators may
then draw the harmful but possibly correct conclusion that compliance is not very important to
the company.
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Defending an FCPA Investigation
A. U.S. Government Investigations

The Department of Justice and the SEC may jointly or separately initiate an FCPA investigation.
They often conduct parallel civil and criminal investigations of the same allegations. The Fraud
Section of the Criminal Division of the Department of Justice has FCPA expertise and frequently
coordinates with the SEC on FCPA matters. It has become common for the DOJ and SEC to
announce resolutions of FCPA investigations simultaneously or within a day or so of each other.

1. Department of Justice

The Department of Justice is responsible for the criminal enforcement of the FCPA. Allegations
of FCPA criminal violations are generally investigated by the Federal Bureau of Investigation.
The FBI is required by internal regulation to bring alleged FCPA violations to the Fraud Section
of the Criminal Division of the Department of Justice. No prosecution of alleged FCPA
violations may be instituted without the express permission of the DOJ Criminal Division.'®’

Clients often question the authority of federal grand juries to conduct broad investigations.
Grand juries have broad latitude and “can investigate merely on suspicion that the law is being
violated.”'®  Clients need to understand, particularly in weighing whether to testify before a
grand jury, that decisions to criminally charge a company or its executives with an FCPA
violation will be made by the Fraud Section of the Criminal Division in Washington, D.C., not
by a grand jury. Justice William O. Douglas most succinctly captured the reality of the grand
jury when he observed: “Any experienced prosecutor will admit he can indict anybody at any
time for almost anything before any grand jury.”'®

Grand jury investigations normally proceed first with the issuance of subpoenas duces tecum for
records followed by subpoenas ad testificandum for the testimony of witnesses. However, if the
government secures early cooperation from a company or individuals, it may ask cooperating
individuals to record others covertly. In criminal investigations it is the custom and practice of
most U.S. Attorney’s offices to advise counsel whether a client is a subject or target. If an
individual client is considered a subject or target, the conventional wisdom is he or she should
assert a Fifth Amendment privilege in a grand jury proceeding.'® This privilege protects
individuals and sole proprietorships but not corporations, partnerships and other business
entities.

2. Securities and Exchange Commission'®

The Securities and Exchange Commission is the primary regulator of the nation’s securities
markets. Allegations of civil violations of the anti-bribery and recordkeeping provisions are
investigated by the SEC’s Division of Enforcement. The SEC has the authority to bring an
action in federal court or before an administrative law judge when it concludes an FCPA
violation has occurred and that enforcement is appropriate. The Division and its staff employ
attorneys, accountants and analysts and may proceed on their own initiative to informally
investigate without subpoena power, or with subpoena power through a “formal order of
investigation” issued privately by the Commission.
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In informal investigations, SEC enforcement staff ask companies and individuals to provide
information on a voluntary basis. Interviews can be in person or by telephone and on or off the
record. Informal investigations can include extensive document production and sworn
testimony. The Division staff may request compilation of data or counsel may elect to submit to
the SEC a chronology or similar data. Counsel should understand that while the SEC staff have
no authority to compel the production of such data, any such submissions are voluntary and will
likely be deemed admissible. '*°

Requests for orders for formal investigations are routinely granted by the Commission and are
used whenever the staff needs subpoena authority to obtain the testimony of persons or
documents that will not appear or cannot be obtained voluntarily, such as telephone and bank
records or to bring in recalcitrant witnesses for sworn testimony. The formal order will describe
the investigation in general terms and the suspected statutory violations.

The various federal securities laws grant broad authority to the Commission to conduct
investigations.'®” A challenge to the SEC’s right to investigate has almost no chance of
success.'® A challenge to the breadth of documents the SEC initially requests or subpoenas has
a greater likelithood of success. The scope of such requests is often negotiable with SEC staff.
SEC civil enforcement matters may lead to a criminal referral to the Criminal Division.'®” Full
access to SEC files is routinely granted to federal prosecutors by the SEC Director of the
Division of Enforcement. A U.S. Attorney may independently request access to SEC files.'”

The SEC staff does not use the “subject” or “target” terminology common to federal prosecutors.
Defense counsel will normally ask SEC attorneys whether prosecutors have been granted access
to SEC files - unless there is a slim likelithood and a concern that merely raising the question
could prompt the staff to refer a matter to DOJ it might otherwise not. Unlike in grand jury
proceedings, witnesses who testify in SEC investigative proceedings are entitled to copies of
their transcripts upon payment of a fee.'”' Witnesses in SEC proceedings also have a right to
assert attorney-client, attorney work product and Fifth Amendment privileges. However, the
Commission may draw an adverse inference from an individual’s assertion of the Fifth
Amendment privilege, and such an assertion makes an enforcement action highly probable. Still,
in most if not all cases, a civil enforcement action is preferable to a criminal charge.

B. Sources of Allegations
Potential sources of FCPA and, in particular, bribery allegations are many and include:

Former or current employees

Competitors

Agents

Subcontractors

Foreign government officials or party representatives

Joint venture partners

Public filings

Federal agency audits (e.g., Department of Defense, Inspector General, etc.)
Journalists or news accounts

0. Internet surveillance
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11.  Embassy staff
12. Other U.S. government investigations (e.g., Antitrust Division)

Occasionally, FCPA investigations develop in the course of criminal investigations focusing on
other matters, e.g., antitrust or money laundering violations.

C. Notice of Government Investigation

Companies can learn of U.S. government investigations in a variety of ways. Occasionally,
company officials will learn informally that an employee or officer has been contacted by FBI
agents or an SEC staff attorney. Other times, the company will be served with a federal grand
jury subpoena duces tecum by law enforcement. The SEC is more likely to serve an informal
request on the company, but in some instances the SEC staff will at the outset seek and obtain a
formal order from the Commission to begin an investigation. Under any of these scenarios,
prudent corporate counsel will respond promptly, gather facts in a privileged fashion so as to
fully understand the risks, and design a careful and appropriate strategy.

D. Basic Steps

The five basic steps that govern a corporate internal investigation of an FCPA allegation, supra,
apply equally to the defense of a grand jury or regulatory investigation. There may, in a
defensive context, be a need to meet, coordinate and consider sharing information with counsel
for other individuals or entities that may be subjects, targets or witnesses in the investigation.'”
The sharing of information and possible strategies is protected under joint defense or common
interest privilege caselaw.'”

The timetable for conducting and completing a defensive investigation for a company is
normally accelerated since the consequences of a public FCPA criminal charge or enforcement
action can be substantial. Historically, counsel for multinational companies have been able to
more quickly and successfully interview employees and foreign third parties and obtain relevant
documents than U.S. government agencies. However, this advantage has been eroding with the
proliferation of treaties and increased cooperation between U.S. and foreign law enforcement
authorities.

E. Persuading the Government Not to Indict
1. Federal Prosecutions of Individuals

The ultimate challenge of defense counsel is to persuade the government not to indict. To do so
one must know the factors prosecutors weigh in determining whether to charge individuals and
corporations.  Generally, federal prosecutors, in deciding whether to charge individuals,
consider: the sufficiency of the evidence, the likelihood of success at trial, the probable deterrent,
rehabilitative, and other consequences of conviction, and the adequacy of non-criminal
approaches.'”* These factors were first identified in a formal policy statement in 1980 when the
Department of Justice published a Federal Principles of Prosecution policy which outlined
individual charging criteria for federal prosecutors.

39



LATHAM&WATKINSue

2. Federal Prosecutions of Corporations

In February 2000 the Department of Justice issued a Federal Prosecution of Corporations policy
that outlined eight factors that it will consider in deciding the proper treatment of a corporate
target. These factors include:

1. The nature and seriousness of the offense, including the risk of harm to the public,
and applicable policies and priorities, if any, governing the prosecution of
corporations for particular categories of crime;

2. The pervasiveness of wrongdoing within the corporation, including the complicity
in, or condemnation of, the wrongdoing by corporate management;

3. The corporation’s history of similar conduct, including prior criminal, civil, and
regulatory enforcement actions against it;

4. The corporation’s timely and voluntary disclosure of wrongdoing and its
willingness to cooperate in the investigation of its agents, including, if necessary,
the waiver of the corporate attorney-client and work product privileges;

5. The existence and adequacy of the corporation’s compliance program;

6. The corporation’s remedial actions, including any efforts to implement an
effective corporate compliance program or to improve an existing one, to replace
responsible management, to discipline or terminate wrongdoers, to pay restitution,
and to cooperate with relevant government agencies;

7. Collateral consequences, including disproportionate harm to shareholders and
employees not proven personally culpable; and

8. The adequacy of non-criminal remedies, such as civil or regulatory enforcement
. 175
actions.

In January 2003, the Department of Justice revised and toughened the above corporate
prosecution policy with respect to: (1) charging employees responsible for misconduct; (2)
alternatives to criminal prosecution; (3) cooperation of the corporation; and (4) compliance
programs. Under a revised policy entitled Federal Prosecution of Business Organizations, the
DOJ heightened the requirements a corporation must meet to avoid indictment and made clear
that culpable employees should be prosecuted for their misconduct along with corporations.'”®

The commentary to the 2003 DOJ policy stated that “[o]nly rarely should provable individual
culpability not be pursued, even in the face of offers of corporate guilty pleas.”’”” It also
incorporates a factor -- “the adequacy of the prosecution of individuals responsible for the
corporation’s malfeasance,”'”® which seems to imply that if the perpetrators of the wrongdoing
can be sufficiently prosecuted for their crime, the scale may be tipped against indicting the
corporation.
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The most recent DOJ charging policy also clarified the Department’s position with respect to the
nature and severity of the offense factor by stating that “[t]he nature and seriousness of the
offense may be such as to warrant prosecution regardless of the other factors.”'”” This language
simply emphasizes the 2000 policy’s assertion that, based upon the particular circumstances of a
case, some factors may or may not be applicable to a case and, in some instances, one factor may
“override all others.”'®

With respect to corporate cooperation and voluntary disclosure, the 2003 DOJ policy deviates
from the previous policy by declaring that “pretrial diversion”'®' may be considered by
prosecutors in the course of their investigations. The earlier policy merely stated that immunity
or amnesty could be considered. This new language benefits corporations because it
affirmatively states that yet another alternative to indictment may be considered. The revised
2003 DOJ policy adds guidance about the necessary corporate cooperation with the government:

Another factor to be weighed by the prosecutor is whether the corporation,
while purporting to cooperate, has engaged in conduct that impedes the
investigation (whether or not arising to the level of criminal obstruction).
Examples of such conduct include: overly broad assertions of corporate
representation of employees or former employees; inappropriate directions to
employees or their counsel, such as directions not to cooperate openly and fully
with the investigation including, for example, the direction to decline to be
interviewed; making presentations or submissions that contain misleading
assertions or omissions; incomplete or delayed production of records; and failure
to promptly disclose illegal conduct known to the corporation.'®

This additional factor increases the burden on the corporation and its defense counsel when
cooperating with the government. A corporation must not only provide the requested
information, but must also be concerned with whether its attempts to provide such information
and its defense counsel’s actions are viewed as genuine efforts to assist the government.

Finally, the 2003 DOJ policy supplements the earlier corporate charging policy in addressing
compliance programs. Specifically, the new policy states:

In evaluating compliance programs, prosecutors may consider whether the
corporation has established corporate governance mechanisms that can effectively
detect and prevent misconduct. For example, do the corporation’s directors
exercise independent review over the proposed corporate actions rather than
unquestioningly ratifying officers’ recommendations, are the directors provided
with information sufficient to enable the exercise of independent judgment, are
internal audit functions conducted at a level sufficient to ensure their
independence and accuracy, and have directors established an information and
reporting system in the organization reasonabl[y] designed to provide
management and the board of directors with timely and accurate information
sufficient to allow them to reach an informed decision regarding the
organization’s compliance with the law.'*?
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This policy provides guidance to prosecutors seeking to determine if a corporation’s compliance
program is a mere “paper program” "' or a program that was thoughtfully and thoroughly
designed and carried out. Obviously, portions of the above policy (i.e., waiver of attorney-client
and work product privileges) are controversial and create serious parallel proceeding issues and
consequences. Defense counsel need to marshal facts and arguments about how these policies
should or should not apply in a particular case.

The technical legal standard for indictment is, of course, whether the prosecutor has established
probable cause to believe a crime has been committed.'"® Notwithstanding all the criteria
prosecutors are urged to consider, the principal standard for indictment, applied by line
prosecutors and supervisors throughout the country, is whether the prosecutor believes that the
defendant(s) can be convicted on admissible evidence. Responsible prosecutors do not indict
cases that they do not believe they can win.

An overriding reason why many federal prosecutors decline to charge a company or its officers
is that defense counsel persuade them that they are not likely to win their case for factual or legal
reasons. Losing a case is a clear and reasonable fear for the government. Federal prosecutors,
who have broad discretion in selecting who and what to charge, are expected to win most of their
cases. That expectation is even greater in high profile business crime prosecutions. Because of
the attendant publicity and often heightened expectations of conviction in major cases, defeats
can be devastating to the government and affect the reputation of the prosecutors or the offices
that bring the charges.

Defense counsel must, above all, convey to the Department of Justice that the likelihood of
prosecutorial success in the particular case is questionable. If counsel determines that an
indictment may be avoided, the defense should outline for the government all factual, legal and
policy reasons why charges should not be brought. Policy reasons alone will normally not deter
a prosecutor from instituting a case, but they can, in combination with significant factual or legal
arguments, persuade a prosecutor not to indict and to resolve the matter in a civil enforcement
action.

In deciding whether to try to persuade the Department of Justice not to indict, counsel must fully
assess whether the “collective government audience” has an open mind. If it is clear that the
DOJ or fraud section attorneys or supervisors have already reached a final decision to return
charges, there may be no point in advancing legal or factual defense theories in a pre-indictment
context. An exception may be where one concludes a plea is inevitable, and there is an
opportunity to obtain a more favorable sentencing agreement by highlighting evidentiary or legal
weaknesses and recent remedial measures. In general, however, if the government attorneys
have a closed mind and the client intends to go to trial, it is better to save persuasive legal and
factual arguments for a judge or jury.

If one decides to try to persuade the Department of Justice not to indict, the decision of whether
to do so orally or in writing follows. An oral presentation often has the advantage of allowing an
exchange of issues and ideas, and allows the opportunity to follow-up with a written position.
The permanent nature of a written submission makes it more likely that the arguments will be
fully and carefully considered by supervisors or the ultimate decision-makers.
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F. Wells Submissions, Position Papers and Power Point Presentations

At the conclusion of an SEC or federal grand jury investigation, it may be advisable to submit a
position paper outlining why no enforcement action is necessary or appropriate, or why criminal
charges should be declined as to the client. This procedure before the SEC is known as a Wells
submission.®®  Within the Department of Justice and U.S. Attorney’s offices, pre-indictment
submissions are commonly known as white papers or position papers. In complex criminal
matters, these submissions can exceed fifty pages. In such cases, three to five page executive
summaries may be advisable.

1. Wells Submissions

The SEC rules provide that the staff may “advise [defendants] of the general nature of the
investigation, including the indicated violations as they pertain to them, and the amount of time
that may be available for preparing and submitting a statement prior to the presentation of a staff
recommendation to the Commission for the commencement of an administrative or injunction
proceeding.”® The deadlines can be short. Unlike position papers with Department of Justice
attorneys, Wells submissions are made in a context different from offers of settlement and
negotiations and may be used as evidence in a subsequent proceeding. The original Wells
release in 1972 envisioned that the submissions would focus on questions of policy and on
occasion questions of law,'™ because the Commission carefully considers the legal implications
and messages to the securities marketplace that each enforcement action communicates. Still,
the practice has become that many Wells submissions to the SEC address factual issues,
credibility of witnesses and evidentiary matters, as well as policy and legal implications.
Counsel will also want to address in a Wells submission the nature of relief that the SEC is likely
seeking.

2. Position Papers

Thoughtful position papers can persuade federal prosecutors to decline criminal cases or bring
less serious charges. DOJ attorneys typically agree that a written presentation will not waive
applicable privileges and will not be used directly against a defendant as an admission. There are
no specific guidelines on position papers. What most defense counsel review and address in
drafting these papers are the criteria found in the Federal Principles of Prosecution (U.S.
Department of Justice, 1980), Federal Prosecution of Corporations (U.S. Department of Justice,
2000) and Principles of Federal Prosecution of Business Organizations (U.S. Department of
Justice, 2003) policies. Most responsible prosecutors are willing to share their theories and
views of the strengths of the prosecution’s case at the conclusion of their investigation and to
give defense counsel an opportunity to make an oral presentation or to submit a position paper
outlining why charges should not be brought.

3. Power Point Presentations

Increasingly, where a group of DOJ or SEC supervisors will review the merits of a major case,
counsel for a company or an executive under investigation can offer a power point presentation
to the government. A twenty to thirty slide presentation with charts or graphs can highlight key
defense themes, government case weaknesses and remedial measures. A visual presentation

43



LATHAM&WATKINSue

often will better sustain the attention of a large audience. As with all power point presentations,
careful and accurate wording, strong organization and powerful graphics will improve the impact
of the medium. Defense counsel should anticipate that government attorneys will ask for copies
of the power point presentation. A position paper can follow and address issues raised by the
government during the visual presentation.

4. General Advice

Before submitting a Wells submission to the SEC or a position paper to the Department of
Justice, or considering a power point presentation, counsel for the company or executives must:
1) determine what issues remain at the forefront for the prosecutors or regulators so as to address
them and only them; and 2) again ascertain whether the government representatives have an
“open mind” about the issues and the merits of an enforcement action or prosecution. If they do
not, there may be no advantage in detailing or foretelling the company’s strategy or defense
theory. If the underlying investigation has been thorough and focused, counsel for the company
or individuals will normally have as great a mastery of key witnesses, documents and in-country
issues as the government attorneys. It is wise during a government investigation to outline or
draft a Wells submission or position paper in advance since the government may give the
defense a short opportunity to submit views and arguments - and counsel should expect only one
real opportunity.

An effective presentation will usually marshal factual, legal and policy arguments why a
prosecution or an SEC enforcement action is inappropriate in a particular case.'™ In addressing
the alleged FCPA transactions and activities at issue, the factual component will frequently focus
on the knowledge element of the participants, i.e., whether the company’s employees knew with
a high probability that a payment or offer would be made. The presentation may also discuss the
transaction documentation, the due diligence efforts, the absence of red flags, and the presence of
an effective compliance program - all of which may defeat the “high probability of knowledge”
threshold set forth in the FCPA.

The timing of a presentation to the Department of Justice is important. If it is too early, the
government will say it is premature, and counsel may address matters not at issue or worse yet,
raise problems unknown to the government. If it is too late, it may fall on deaf ears. One has to
carefully track the progress of the grand jury investigation and maintain communication with
prosecutors in order to determine the optimal time to address the real remaining issues. Defense
counsel should maintain a dialogue with DOJ attorneys in order to understand what they consider
the central factual and/or legal issues. Those key issues should then be addressed in the defense
presentation along with other legal and factual defenses the government may not have fully
considered.

An argument that the client conducted business in a foreign country where corrupt practices are
routine and long established and there was no other practical way to do business and compete by
itself is unlikely to succeed, with either the Department of Justice or the Securities and Exchange
Commission. The common government refrain is that Congress was fully aware of such
obstacles when it enacted the FCPA almost three decades ago. Foreign policy or national
security considerations may in isolated instances be pertinent and determinative.
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A quality compliance program lessens the chances that improper conduct will occur. However,
if improper conduct is discovered, a proactive company that has effective policies in place will
be in a better position when a government investigation arises, to dissuade prosecutors from
bringing serious criminal charges or the SEC staff from bringing an enforcement action and
seeking serious sanctions.

G. October 2001 SEC Statement on the Relationship of Cooperation to Agency
Enforcement Decisions

In October 2001, the SEC issued a “Statement on the Relationship of Cooperation to Agency
Enforcement Decisions,” which set forth the agency’s policy for evaluating the impact of a
company’s cooperation in determining whether or not to bring an enforcement action.'”® The
policy applies to all matters within SEC jurisdiction, including the FCPA. Companies
considering self-reporting any matter to SEC should consider carefully the implications of the
new SEC policy. In summarizing its new policy, the SEC identified four broad measures of a
Company’s cooperation:

e self-policing prior to the discovery of the misconduct, including establishing effective
compliance procedures and an appropriate tone at the top;

e self-reporting of misconduct when it is discovered, including conducting a thorough
review of the nature, extent, origins and consequences of the misconduct, and promptly,
completely, and effectively disclosing the misconduct to the public, to regulators, and to
self-regulators;

e remediation, including dismissing or appropriately disciplining wrongdoers, modifying
and improving internal controls and procedures to prevent recurrence of the misconduct,
and appropriately compensating those adversely affected; and

e cooperation with law enforcement authorities, including providing the Commission staff
with all information relevant to the underlying violations and the company’s remedial
efforts.'”!

The above criteria, which are addressed in much greater detail in the SEC policy, are non-
exhaustive, as the SEC explicitly stated it would not limit itself to the stated criteria.'”>
Moreover, the fact that a company has satisfied all of the criteria does not guarantee the SEC will
refrain from taking action. Instead, the SEC stated that “there may be circumstances where
conduct is so egregious and harm so great that no amount of cooperation or other mitigating
conduct can justify a decision not to bring any enforcement action at all.'”> The criteria will be
used to determine how much credit to give a company for its cooperation “from the
extraordinary step of taking no enforcement action to bringing reduced charges, seeking lighter
sanctions,l,940r including mitigating language in documents [used] to announce or resolve
actions.”

One of the most sensitive issues related to the SEC’s cooperation policy involves the potential
waiver of the attorney-client and/or work product privileges with respect to a company’s internal
investigation materials. Once a company crosses that threshold, it may be very difficult to limit
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the scope of the waiver. Moreover, privileged materials turned over to the SEC will routinely be
turned over to other law enforcement agencies, like the Department of Justice, and may be
available to civil plaintiffs through discovery. The SEC has recognized this issue, and has gone
so far as to advocate that disclosure of privileged information to the SEC does not constitute a
waiver of privilege as to third parties.'” Still, there are serious questions as to whether courts
will accept this limited waiver argument.

The SEC’s cooperation policy raises a number of important issues for companies who have
discovered potential corporate misconduct. In each case, the decision to cooperate and
voluntarily disclose sensitive information to the government requires careful and thorough
analysis of the legal issues (including the potential criminal, enforcement and private litigation
liability) and as complete an understanding of all relevant facts as possible. Because the benefits
of cooperation can decrease quickly in time, management and counsel must move promptly upon
the discovery of potential misconduct to put themselves in a position to make a fully informed
cooperation decision.

H. Settlements

In major FCPA investigations, companies, officers and employees frequently face separate but
parallel investigations by the Department of Justice and the Securities and Exchange
Commission involving the same FCPA allegations. The optimum outcome for the defense is of
course to avoid any criminal indictment or enforcement action. Short of that outcome, corporate
and officer targets will seek to avoid criminal charges, to enter into a civil consent decree
whereby the parties neither admit nor deny any liability, and to minimize fines and
disgorgement.

Although they are not a prerequisite, Wells submissions and position papers frequently lead to
settlement discussions with DOJ and SEC. The vast majority of both SEC and DOJ matters are
resolved short of trial and in advance of the filing of civil or criminal charges.

In enforcement matters, the SEC routinely agrees to settle with the defendant or respondent
neither admitting nor denying the Commission’s allegations of wrongdoing. Fed. R. Evid. 408
provides that a settlement or compromise “is not admissible to prove liability for or invalidity of
the claim or its amount.” Additional reasons to settle with the SEC include the time and expense
of litigation, the potential effect of Enforcement Division litigation on a company’s relations
with other SEC divisions, e.g., the Division of Corporate Finance, the impact of continuing
negative publicity on a company during litigation, the need of senior management to devote
substantial time to the litigation, the uncertainty of ongoing government litigation on a
company’s stock price,'”® and the need for a company to get back to its business.

DOJ settlements raise different issues. The burden of proof in a criminal case is beyond a
reasonable doubt, and the collateral consequences of a plea as opposed to a consent decree are
normally far greater. A corporate plea is generally admissible in subsequent civil and criminal
matters and may lead to debarment and suspension of government contractors. Corporations are
subject to the Organizational Sentencing Guidelines which can result in mammoth fines.
Although these guidelines have been declared discretionary as a result of the January 2005
Supreme Court decision in United States v. Booker,197 it remains unclear how much district
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courts will stray from guidelines that have been in place and familiar to them for over two
decades. Government difficulties in securing proof to meet the criminal burden may in certain
cases persuade the DOJ to not file criminal charges and to permit the company or individuals to
accept responsibility through an SEC consent decree. Many of the factors listed above that favor
settlement in SEC matters apply equally to resolution of criminal cases. If settlement is the best
possible resolution for the company and its officers, counsel will want to obtain a global
settlement that simultaneously concludes matters with both the DOJ and SEC.

Recent SEC Enforcement Actions and DOJ Matters
A. FCPA Prosecution and Enforcement Trends

The Fraud Section of the Department of Justice which reviews all FCPA criminal matters has
recently made clear that fulfillment of the voluntary disclosure and prompt remedial action
criteria can in certain circumstances allow a corporation to sign agreements and avoid criminal
charges (see, e.g., BJ Services Company, InVision and Micrus) or to enter into more formal
court-filed Deferred Prosecution Agreements (see, e.g., United States v. Monsanto'”®). The
recent practice in FCPA enforcement — the Deferred Prosecution Agreement — holds out promise
that DOJ criminal charges may be held in abeyance and not be admissible in civil matters.
Corporations and their counsel must be proactive to secure special consideration and usually
need to coordinate with both the DOJ and the SEC when electing to voluntarily disclose
misconduct and cooperate. Simultaneous resolutions with both the DOJ and the SEC are often in
corporations’ interests. Increasingly, in most FCPA matters the DOJ and SEC conduct parallel
investigations and file simultaneous criminal charges and complaints.

In March 2005 the DOJ and the SEC filed criminal and enforcement cases against Titan
Corporation, a Southern-California based military intelligence and communications contractor
doing business in 60 countries, that had inadequate internal controls and inaccurate business
records.'” As a result of inter alia payments to an agent who funneled money for the
presidential campaign in Benin, Titan agreed to pay a $13 million fine, to pay an additional
$15.5 million in disgorgement and prejudgment interest, to retain an independent consultant to
review the company’s FCPA compliance and procedures, and to adopt and implement the
consultant’s recommendations. Failure to adhere to the FCPA’s requirements cost this defense
contractor nearly $30,000,000, not to mention a failed merger with Lockheed-Martin, infra. The
United States v. Titan Corporation case signals how serious the DOJ and SEC are about FCPA
enforcement and how costly violations can be to a company.*”

In determining whether to file civil or criminal charges, what types of charges to file (e.g.,
bribery versus a books and records violation), whether to impose substantial fines and whether to
require ongoing monitoring of a company, the DOJ and SEC will consider:

e the number of improper payments;

e the total amount of the improper payments;

e the length of time over which improper payments occurred;
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the seniority of foreign officials who received improper payments;

the seniority of company officers or employees who provided or authorized improper
payments;

the geographic region(s) in which improper business payments occurred (e.g., Asia-
Pacific);

the nature of the payments (cash, wire transfer, cashier’s check, etc);

the efforts of the company to conceal the nature of the payment (such as disguised
records, elaborate bank transfers, foreign bank accounts, fictitious entities, etc.);

the role of the parent or senior management in authorizing, approving or sanctioning
improper payments or misconduct;

the pervasiveness of improper conduct at the company or one or more subsidiaries,
divisions or business units;

prior enforcement action and criminal history of the company;
the company’s overall perceived tolerance of improper payments;

the length of time it took the company to respond to the improper payment or
practices allegations;

voluntary disclosure or self-reporting to the DOJ and/or SEC;

the extent and promptness of corporate cooperation (providing to the government
original documents, securing electronic data bases and computer hardware, making
employees available as potential witnesses, providing privileged materials or the

substance of same to the government, etc.);

remedial efforts by the company, including prompt disciplinary actions of
wrongdoers;

the presence or absence of adequate internal controls;
the quality of the corporate compliance program; and

the response of the Board of Directors and senior management to the discovery of
potential FCPA problems.

In DOJ plea agreements and SEC settlements, stated or implied terms have included:

charging books and records and internal controls violations in lieu of bribery charges;

Deferred Prosecution Agreements;
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the charging of a subsidiary(ies) rather than the parent corporation;

e charging a business entity rather than employees or other individuals;

e reduced fines;

e periodic FCPA audits;

e improvements to compliance programs, including training;

e the appointment of independent monitors, compliance experts, or consultants;
e the term of any monitoring requirement;

e no debarment or suspension from U.S. government business;

e voluntary production of contemporaneous documents, records or other tangible
evidence;

e access to outside accounting and legal consultant work product;

e not asserting a claim of attorney-client or work product privilege as to any
memoranda of witness interviews (including exhibits thereto) and documents created
contemporaneously with and related to the foreign transactions or events underlying
the subject matter;

e ongoing cooperation in the investigation and prosecution of employees and others;
and

e flexibility in issuing public statements.

The SEC and DOJ websites publish insightful press releases and copies of complaints, consent
decrees, indictments, informations, deferred prosecution agreements, plea agreements and
detailed statements of facts relating to FCPA matters (www.sec.gov and
www.usdoj.gov/criminal/fraud/fcpa). Emerging FCPA enforcement policies and trends are often
discernable from what is stated and not stated in these public documents.

B. Select SEC Enforcement Actions

1. Inre: IBM Corp.*!

In December 2000, the SEC settled with International Business Machines Corporation for
violations of the books and records provision, Section 13(b)(2)(A) of the Securities Exchange
Act of 1934, relating to bribes paid by former senior officers of its Argentine subsidiary. During
1994 and 1995, senior management of IBM-Argentina, S.A., a wholly-owned subsidiary, entered
into a subcontract with Capacitacion Y Computacion Rural, S.A. (“CCR”). Money that IBM-
Argentina paid to CCR was subsequently given to Argentine government officials. IBM’s senior
management did not follow procurement and contracting procedures when it provided false
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documentation and reasons why CCR had been hired. Payments to CCR were recorded by IBM-
Argentina as “third-party subcontractor expenses” which were then incorporated into the parent
corporation’s 1994 Form 10-K. IBM agreed to an injunctive order prohibiting future violations
of Section 13(b)(2)(A) of the Exchange Act along with a $300,000 penalty.

2. In re: Baker Hughes Inc.*

In September 2001, the SEC settled with Baker Hughes Inc., an oilfield services company, with
respect to a $75,000 improper payment to an Indonesian tax official. In March 1999, Baker
Hughes’ CFO and its Controller authorized an illegal payment through its accounting firm agent,
KPMG Indonesia, to the tax official despite warnings of both Baker Hughes’ FCPA advisor and
its General Counsel that a payment would violate the FCPA. Baker Hughes was aware that
KPMG intended to give all or part of the $143,000 to the official as a bribe to influence the
official’s decision to reduce Baker Hughes’ tax liability. Senior managers at Baker Hughes had
also authorized payments to agents in Brazil in 1995 and India in 1998, without making the
proper inquiries to assure that the payments were not bribes. All three transactions were
inaccurately recorded as routine business expenditures and therefore violated Sections
13(b)(2)(A) and 13(b)(2)(B) of the Exchange Act.

Upon learning that the Indonesian bribe had been authorized, Baker Hughes’ General Counsel
and FCPA advisor attempted to stop the company’s payment to the KPMG agent in Djakarta,
and in turn that agent’s payment to the tax official; took steps to issue a true and accurate
invoice; and implemented new FCPA policies and procedures. No criminal charges were filed
against Baker Hughes. The company was ordered to cease and desist from committing or
causing future violations of Section 13(b)(2)(A) by keeping books, records or accounts with
sufficient detail that truly represented the transactions and disposition of the assets. Baker
Hughes agreed to an injunctive order prohibiting future violations of Section 13(b)(2)(B) by
devising and maintaining a system of internal accounting controls that would provide reasonable
assurances that transactions are executed with the approval of management and that the
transactions are recorded to properly prepare financial statements in conformity of accepted
accounting practices as well as to maintain accountability for assets.
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3. In re: Chiquita Brands International, Inc.*”

In October 2001, the SEC settled charges of books and records and internal control violations
(Sections 13(b)(2)(A) and 13(b)(2)(B) of the Exchange Act) with Chiquita Brands International,
Inc. Employees of Banadex, Chiquita’s Colombian subsidiary, authorized payments equaling
$30,000 to local customs officials in exchange for a renewal license at Banadex’s Turbo,
Colombia port facility. The internal audit staff at Chiquita found the two incorrectly identified
installment payments and after an internal investigation took corrective measures, including
terminating the responsible parties at Banadex. Chiquita agreed to an injunctive order
prohibiting further violations of Sections 13(b)(2)(A) and 13(b)(2)(B) and to a $100,000 civil
penalty. No criminal charges were filed against the company.

4. In re: Bell South Corporation®*

In January 2002, BellSouth Corporation settled with the SEC over the conduct of BellSouth
International, an indirectly wholly-owned subsidiary which in 1997 began to acquire majority
ownership of Telcel, C.A., a Venezuelan corporation, and Telefonia Celular de Nicaragua, S.A.,
a Nicaraguan corporation. Former Telcel senior management authorized payments to six
offshore companies totaling $10.8 million between September 1997 and August 2000. The
payments were recorded as disbursements based on fictitious invoices for professional, computer
and contracting services that were never provided. BellSouth was unable to determine why the
payments were made or to identify the ultimate recipients.

In 1997, BellSouth owned a 49 percent share in Telefonia with an option to acquire an additional
40 percent. Nicaraguan law prohibited foreign companies from acquiring a majority interest in
local telecommunications companies. BellSouth needed the Nicaraguan legislature to repeal the
law in order to exercise their option. In October 1998, Telefonia hired the wife of the chairman
of the Nicaraguan legislative committee with telecommunications oversight to lobby their cause.
The wife had prior telecommunications experience, but did not have any legislative experience.
Telefonia and the lobbyist agreed to a three-month trial period at a monthly salary of $6,500.
The legislator/husband drafted the proposed repeal while his wife lobbied for Telefonia. The
legislator/husband initiated hearings for the repeal in April 1999. The lobbyist was terminated in
May 1999, and the following month she received a payment of $60,000 for consulting services
and severance. In December 1999, the Nicaraguan National Assembly voted to repeal the
restriction, and BellSouth exercised its 40 percent option six months later. BSI acquired
operational control of Telefonia and therefore was responsible for causing Telefonia’s failure to
comply with the FCPA by recording payments to the wife as consulting services.

BellSouth agreed to injunctive relief prohibiting future violations of Sections 13(b)(2)(A) and
13(b)(2)(B). BSI disciplined and terminated employees involved in the case and also initiated an
FCPA compliance program and internal auditing regime. No criminal charges were filed against
BellSouth.

5. In re: BJ Services Company*”

In March 2004, BJ Services Company, a provider of oil field services, products and equipment,
settled with the SEC after B.J. Services, S.A., its wholly owned Argentinean subsidiary, made
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questionable payments of approximately 72,000 pesos to Argentinean customs officials in 2001.
The Controller of BJISA had learned that the equipment they were waiting for to begin work with
a customer had been improperly imported under Argentinean customs laws. The Argentine
customs official had offered to release the equipment and overlook the import violation for
75,000 pesos. If he was not paid the money, he would deport the equipment and BJSA would
lose the 71,575 pesos which it had already paid in import taxes, pay a penalty of 1 to 5 times the
cost of the equipment, and pay importation taxes again when the equipment was properly
imported. The Controller contacted the Country Manager of BJ Services who contacted the
Regional Manager. The Country Manager told BJ’s Argentine Controller that the payment had
been approved and directed him to negotiate for a lower payment with the customs official. A
third party agent, previously used by BJSA to assist with customs matters, negotiated a 65,000
peso payment with the customs agent. The amount was improperly characterized as
Amortization-Fixed Costs.

Also, in September 2001, BJSA’s former Treasury and Purchasing Manager authorized
payments of 7,000 pesos to an Argentinean customs official to overlook customs violations. The
customs official drafted falsified documents to cover up the violation in exchange for the money.
BJSA improperly recorded the payment as import duties paid to a third party customs agent. The
same BJSA employee approved a 10,994 peso payment in October 2000 to an official in
Argentina’s Secretary of Industry and Commerce. The payment was made to expedite the
approval process and was recorded as an importation cost.

In June 2002, BJ Service’s senior management learned of the improper payments and began a
full internal investigation. BJ Services learned that 151,406 pesos in additional payments had
been made from January 1998 through April 2002. BJ Services notified the SEC and fully
cooperated with the agency’s investigation. It also replaced management in Latin America,
arranged for proper classification of the equipment, changed the account procedures for
payments, and expanded the corporate internal audit department, placing a manager in Latin
America who reported directly to the BJ Services Director of Internal Audit. Finally, BJ
Services retained an independent forensic auditor for the books and records of Argentina as well
as expanded its FCPA education and prevention program. The SEC ordered BJ Services to cease
and desist from committing or causing any future violations of Sections 13(b)(2)(A) and
13(b)(2)(B). As a result of its full investigation and prompt remedial actions, BJ Services was
not charged criminally.
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6. In re: Schering-Plough Corporation®®

In June 2004, Schering-Plough settled a complaint with the SEC relating to improper payments
made by a foreign subsidiary, Schering-Plough Poland, to a charitable organization called the
Chudow Castle Foundation. The Foundation was headed by an individual who was Director of
the Silesian Health Fund, a Polish governmental body that, among other things, provided money
for the purchase of pharmaceutical products and influenced the purchase of those products by
other entities such as hospitals. The complaint alleged that S-P Poland paid $76,000 to the
Foundation over a three year period to induce its director to influence the health fund’s purchase
of S-P Poland pharmaceutical products.

The books and records and internal controls settlement included a $500,000 civil penalty by the
parent corporation, the retention of an independent consultant required to provide a written report
to both the SEC and the company, and an injunctive order prohibiting future violations of
Sections 13(b)(2)(A) and 13(b)(2)(B) of the Exchange Act. No criminal charges were filed
against the company, and the SEC complaint did not allege that the parent company was in any
way involved in the approval or authorization of the payments by the Polish subsidiary to the
Chudow Castle Foundation.

C. Select DOJ Matters

1. United States v. Metcalf & Eddy>"’

In December 1999, Metcalf & Eddy, Inc., as successor to Metcalf & Eddy, International, Inc.,
agreed to a civil judgment as a result of the payment of excessive travel and entertainment
expenses for an Egyptian government official and his family. Metcalf & Eddy promised to pay
travel, lodging, and entertainment expenses to the Chairman of Alexandria General Organization
for Sanitary Drainage (AGOSD). In exchange the Chairman, an official of the Egyptian
government, would use his influence to have AGOSD support contracts between the United
States Agency for International Development (USAID) and Metcalf & Eddy. AGOSD was the
beneficiary of these contracts. The AGOSD Chairman did not directly participate in the
selection of bidders, but the contract to operate and maintain waste-water treatment facilities
managed by AGOSD was ultimately awarded to Metcalf & Eddy. The Chairman along with his
wife and two children traveled to the United States twice as guests of Metcalf & Eddy. The first
trip included visits to Boston, Washington, D.C., Chicago, and Disney World. The second trip
took the AGOSD Chairman and his family to Paris, Boston, and San Diego. The Chairman was
paid 150 percent of his estimated per diem expenses and his airline tickets were upgraded to first
class by Metcalf & Eddy.

The civil judgment permanently enjoined Metcalf & Eddy from further violations of the FCPA,
and the company agreed to pay a $400,000 fine. No criminal charges were filed.

2. United States v. Syncor Taiwan, Inc.>%®

In November 2002, Syncor Taiwan, Inc., a Taiwanese subsidiary of Syncor International
Corporation, pled guilty to a one count information alleging that over a four year period the
foreign subsidiary paid $344,110 in commissions to doctors who controlled the purchasing
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decisions for nuclear medicine departments, including hospitals owned by the legal authorities in
Taiwan, for the purpose of obtaining or retaining business. The cash payments were authorized
by the Chairman of the Board of Syncor Taiwan while he was traveling in the United States.
The payments were recorded as promotional and advertising expenses.

While conducting due diligence for a merger, Cardinal Health, Inc. uncovered improper
payments by Syncor Taiwan. Cardinal Health brought the problem to the attention of Syncor.
After being notified by Cardinal Health, Syncor promptly disclosed the improper payments to the
Department of Justice and engaged outside counsel to conduct a very thorough investigation.

As part of its plea agreement, the Taiwanese subsidiary agreed to pay a fine of $2 million.
Syncor also settled with the SEC by consenting to a cease and desist order preventing future
violations of the FCPA as well as a civil penalty of $500,000. Syncor’s board of directors was
also required to appoint an independent consultant to review and reorganize Syncor’s internal
controls for record keeping and financial reporting purposes.

3. United States v. Giffen*”’

In April 2003, James H. Giffen, the Chairman and principal shareholder of Mercator, Inc., a
small merchant bank with offices in New York and the Republic of Kazakhstan, was charged
with conspiracy to violate the FCPA in a scheme that awarded oil and gas rights contracts in
Kazakhstan, and with money laundering. Mercator and the Kazakh Ministry of Oil and Gas
Industries entered into an agreement to help develop a strategy for foreign investment in the oil
and gas sector in 1994. The strategy included coordinating and negotiating several oil and gas
transactions with foreign parties. Mercator would only receive success fees if the transactions
closed. In 1995 the president of Kazakhstan named Giffen his Counselor, a position which
enabled him to influence matters of gas and oil transactions involving Mobil Oil, Texaco and
Phillips Petroleum. Mercator received $67 million in success fees from 1995 to 2000. Giffen
allegedly diverted $70 million of various oil companies money to secret Swiss bank accounts
which he controlled. From these two sources, the indictment charged Giffen paid more than $78
million to two Kazahk government senior officials who had the power to determine if Giffen and
Mercator would retain their positions. The indictment further alleged that Giffen himself kept
millions of dollars from the oil transactions to buy jewelry and a speedboat and to pay for a
daughter’s tuition.

As a result of the alleged money laundering charge, Giffen will, if convicted, forfeit to the
United States all property, real and personal, involved in the money laundering offenses and all
property traceable to such property. Giffen awaits trial in the Southern District of New York in
2006.

4, United States v. Bodmer?"”

In August 2003, Hans Bodmer, a Swiss citizen and lawyer with the law firm von Meiss Blum &
Partners, was charged with conspiracy to violate the FCPA in connection with a plan to bribe
Azerbaijan officials to be able to invest in the privatization of oil enterprises. Bodmer acted as
an agent for Oily Rock Group, Ltd., a British Virgin Islands corporation with its primary place of
business in Baku, Azerbaijan; Minaret Group, Ltd., another BVI corporation based in Baku; and
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Omega Advisors, Inc., a Delaware corporation with its principal place of business in New York;
and various other members of the investment consortium. As an agent for the consortium,
Bodmer paid bribes and authorized payments of bribes to Azeri officials in an attempt to
convince the officials to allow the investment consortium to participate in the privatization
auctions of the State Oil Company of the Azerbaijan Republic (SOCAR) and to acquire a
controlling interest in SOCAR. In October 2004 Bodmer pled guilty to a money laundering
conspiracy charge.*!!

5. United States v. ABB?"?

In July 2004, ABB Vetco Gray Inc., a U.S. subsidiary, and ABB Vetco Gray U.K. Ltd., a U.K.
subsidiary, of the Swiss company ABB Ltd. each pled guilty to a two count information in
connection with commissions and referral payments made to officials in Nigeria, Angola, and
Kazakhstan. ABB Vetco Gray US and ABB Vetco Gray UK, from 1998 through 2001, paid
bribes and authorized the payment of bribes to Nigerian officials in the government program
known as National Petroleum Investment Management Services (NAPIMS). NAPIMS was
responsible for reviewing and awarding bids to potential contractors for oil exploration projects
in Nigeria. ABB Vetco Gray UK hired a Nigerian agent to perform consulting work such as
marketing and goodwill. ABB Vetco Gray UK used this agent to pay some of the bribes to
NAPIMS officials. The bribes were in exchange for information regarding competitors’ bids and
to help secure contract awards. Six contract bids won by ABB had bribes attached to them,
including automobiles, shopping excursions, country club memberships, housing expenses, as
well as cash payments. Pursuant to the plea agreement, each subsidiary agreed to pay a criminal
fine of $5,250,000.

In a separate action, the SEC, which had conducted a parallel investigation, filed a complaint
against the Swiss parent company ABB Ltd., the stock of which is traded in the U.S. through
American Depository Receipts. Pursuant to a settlement, the SEC enjoined ABB Ltd. from
future violations of the FCPA, and ABB Ltd. agreed to pay $5.9 million in disgorgement of
profits and prejudgment interest and a $10.5 million civil penalty. The latter penalty was
deemed satisfied by the payment of the ABB subsidiaries’ criminal fines totaling the same
amount. ABB Ltd. also agreed to retain an independent consultant to review its FCPA
compliance policies and procedures.
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6. United States Department of Justice -- InVision Agreement

In December 2004, the Department of Justice entered into a civil agreement with InVision
Technologies, Inc. (“InVision”), a Newark, California public company, in connection with its
sales or attempted sales of airport security explosive detection products to airports owned by the
governments of Thailand, China, and the Philippines. InVision through its employees and agents
authorized bribes to government officials in order to facilitate or retain business. In China and
the Philippines, InVision employees paid agents who in turn gave the bribes to foreign officials.
In Thailand, a manager and executive of InVision set up a company masked as an InVision
distributor. The distributor used the price differential of the equipment to pay Thai government
officials and political party members.

InVision voluntarily disclosed the conduct and related conduct to the Department of Justice and
also prevented the improper payment in Thailand. InVision’s cooperation and prompt
disciplinary action and absence of prior FCPA-related charges led to the DOJ decision not to file
criminal charges against the company, finding that InVision had accepted responsibility for the
actions of its employees and their failure to maintain internal controls with respect to foreign
transactions. InVision also agreed to pay a penalty of $800,000. At the time of the investigation
InVision was merging with General Electric, which agreed to take the responsibility for assuring
future compliance with FCPA policies and procedures. The agreement also requires on-going
cooperation by GE and allows the United States to investigate and prosecute individuals and
other entities.

7. United States v. Monsanto?"?

In January 2005, Monsanto Company, under a Deferred Prosecution Agreement, settled charges
with the Department of Justice in connection with improper payments to a senior Indonesian
government official. A senior Monsanto manager, based in the United States, authorized
payments to a senior Indonesian Ministry of Environment official in an attempt to influence the
official to repeal a law that had an adverse affect on Monsanto. The bribe was made, but the law
was not repealed. The senior Monsanto manager attempted to cover up the payment by creating
false invoices that were submitted to Monsanto and approved for payment. From 1997 to 2002,
Monsanto also made approximately $700,000 in improper payments to 140 current and former
Indonesian government officials and their families under a bogus product registration scheme.
The payments were inaccurately recorded or not recorded at all in its books and records.

Under the Deferred Prosecution Agreement with the Department of Justice, Monsanto accepted
and acknowledged that it was responsible for the acts of employees set forth in a detailed
Statement of Facts. In return, the DOJ Fraud Section agreed that prosecution of Monsanto under
the filed false books and records Information would be deferred for three years and that it would
dismiss with prejudice the Information if Monsanto complied with the terms of the agreement for
three years. Monsanto agreed to pay a $1,000,000 penalty, to retain an independent consultant to
review its FCPA compliance policies and procedures and to the entry of an injunction barring it
from any future violations of the FCPA. There was no indication that Monsanto, under the
Deferred Prosecution Agreement, would be suspended or barred from U.S. government
contracts. In a related proceeding, the SEC charged Monsanto with anti-bribery, books and
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records and internal control violations for the same FCPA misconduct. Under the SEC
settlement, Monsanto agreed to pay a $500,000 civil penalty.

8. United States v. Titan Corporation®'

In March 2005 Titan Corporation of San Diego, California pled guilty to three FCPA criminal
violations: one count of violating the anti-bribery provision, one count of falsifying the books
and records provision, and one felony tax count; it also agreed to pay a record FCPA criminal
fine of $13 million. The military intelligence and communications company did not contest that
from 1999 to 2001 it paid $3.5 million to its agent in Benin, Africa, who was then known by
Titan to be the President of Benin’s business advisor. Much of the money funneled to Titan’s
African agent went to the election campaign of Benin’s then incumbent president. A former
senior Titan officer directed that payments be falsely invoiced as consulting services and that
actual payment of the money be spread over time and into smaller increments.

Simultaneously, the SEC brought an enforcement action against Titan that alleged violations of
the anti-bribery, internal controls and books and records provisions of the FCPA.*"> Under a
consent decree, Titan agreed to pay the $13 million penalty to the Department of Justice; to pay
approximately $15.5 million in disgorgement and pre-judgment interest; and to retain an
independent consultant to review the company’s FCPA compliance procedures and to adopt and
implement the consultant’s recommendations. The SEC stated that despite utilizing over 120
agents and consultants in over 60 countries, Titan never had a formal company-wide FCPA
policy, disregarded or circumvented the limited FCPA policies and procedures in effect, failed to
maintain sufficient due diligence files on its foreign agents, and failed to have meaningful
oversight over the foreign agents.

The background that led to the criminal and SEC enforcement case against Titan is as follows:
in September 2003 Titan became a party to a merger agreement in which Lockheed-Martin
agreed to acquire Titan pending certain contingencies. Titan affirmatively represented in that
merger agreement that “to the knowledge of Titan, neither the Company nor any of its
Subsidiaries, nor any director, officer, agent or employee of the Company or any of its
Subsidiaries has . . . taken any action which would cause the Company or any of its Subsidiaries
to be in violation of the FCPA.” This representation was publicly disclosed and disseminated by
Titan. As a result of due diligence by Lockheed-Martin, the acquisition fell apart.

Titan’s inclusion of the merger agreement containing its affirmative FCPA representation in
public disclosures, including a proxy statement filed with the SEC, also led the SEC to issue a
Section 21(a) report to provide guidance concerning potential liability under the anti-fraud and
proxy provisions of the federal securities laws for publication of materially false or misleading
disclosures in merger and other contractual agreements.*'®
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9. United States Department of Justice — Micrus Corporation Agreement

In March 2005 Micrus Corporation, a privately held company based in Sunnyvale, California
that develops and sells, in domestic and foreign markets, medical devices known as embolic coils
which allow minimally invasive treatment of neurovascular diseases, agreed to resolve its
criminal liability associated with potential FCPA violations by paying $450,000 in penalties to
the United States and cooperating fully with the DOJ investigation.

The investigation revealed that Micrus, through the conduct of certain officers, employees,
agents and salespeople, paid more than $105,000 — disguised in Micrus’s books and records as
stock options, honorariums and commissions — to doctors employed at publicly owned and
operated hospitals in France, Turkey, Spain, and Germany in return for the hospitals’ purchase of
embolic coils from Micrus. An additional $250,000 was comprised of payments for which
Micrus did not obtain the necessary prior administrative or legal approval as required under the
laws of the relevant foreign jurisdictions. The DOJ investigation followed the voluntary
disclosure to the DOJ by Micrus of facts obtained in its internal investigation into the potential
FCPA violations.

The term of the Micrus non-prosecution agreement with the government is two years. As a
result of Micrus’ cooperation commitment, its remedial actions and voluntary disclosure of the
wrongdoing, the Department of Justice agreed not to file criminal charges stemming from the
investigation for the two-year period. If Micrus fails to fully comply with the terms of the
agreement during that two-year period, the DOJ will charge Micrus with violations of the FCPA.

In exchange for the DOJ’s agreement not to prosecute Micrus for the conduct disclosed by
Micrus to the Department, Micrus agreed, among other things, to: accept responsibility for its
conduct; fully and affirmatively disclose to the Department activities that Micrus believes may
violate the FCPA, and continue to cooperate with the Department in its investigation; agree that a
statement of facts summarizing the subject transactions was materially accurate and further agree
not to contradict those facts; pay a monetary penalty to the United States of $450,000; adopt an
FCPA compliance program, where previously it had none, as well as a set of internal controls
designed to prevent violations in the future; and retain an independent compliance expert for a
period of2 lt7hree years to ensure the company’s compliance program and internal controls are
effective.

10. United States v. DPC (Tianjin) Co. Ltd.

In May 2005 the United States charged DPC (Tianjin) Co. Ltd., the Chinese subsidiary of Los
Angeles-based Diagnostic Products Corporation (DPC), with violating the FCPA in connection
with the payment of approximately $1.6 million in bribes in the form of illegal “commissions” to

physicians and laboratory personnel employed by government-owned hospitals in the People’s
Republic of China.

The company, a producer and seller of diagnostic medical equipment, agreed to plead guilty to a

single charge, adopt internal compliance measures, and cooperate with ongoing criminal and
SEC civil investigations. An independent compliance expert was appointed to audit the
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company’s compliance program and monitor its implementation of new internal policies and
procedures. DPC Tianjin also agreed to pay a criminal penalty of $2 million.

The bribes were allegedly paid from late 1991 through December 2002 for the purpose and with
the effect of obtaining and retaining business with the China hospitals. According to the criminal
information and a statement of facts filed in court, DPC Tianjin made cash payments to
laboratory personnel and physicians employed in certain hospitals in the People’s Republic of
China in exchange for agreements that the hospitals would obtain DPC Tianjin’s products and
services. This practice, authorized by DPC Tianjin’s general manager, involved personnel who
were employed by hospitals owned by the legal authorities in the People’s Republic of China
and, thus, “foreign officials” as defined by the FCPA.

In most cases, the bribes were paid in cash and hand-delivered by DPC Tianjin salespeople to the
person who controlled purchasing decisions for the particular hospital department. DPC Tianjin
recorded the payments on its books and records as “selling expenses.” DPC Tianjin’s general
manager regularly prepared and submitted to Diagnostic Products Corporation its financial
statements, which contained sales expenses. The general manager also caused approval of the
budgets for sales expenses of DPC Tianjin, including the amounts DPC Tianjin intended to pay
to the officials of the hospitals in the following quarter or year. The “commissions,” typically
between 3 percent and 10 percent of sales, totaled approximately $1,623,326 from late 1991
through December 2002, and allowed DPC to earn approximately $2 million in profits from the
sales.

Simultaneously with the criminal charge, the SEC filed an FCPA enforcement proceeding
against DPC Tianjin’s parent company, Diagnostic Products Corporation. The SEC ordered the
company to cease and desist from violating the anti-bribery, internal controls and books and
records provisions of the FCPA and to disgorge approximately $2.8 million in ill-gotten gains,
representing its net profit in the People’s Republic of China for the period of its misconduct plus
prejudgment interest.*'®

11.  United States v. Kozeny, et al. >"’

In October 2005 the United States charged Viktor Kozeny, Frederic Bourke and David Pinkerton
with participating in a conspiracy to bribe senior government officials in Azerbaijan to ensure
that those officials would privatize the State Oil Company of the Azerbaijan Republic (SOCAR)
and allow the three and others to share in the anticipated profits arising from that privatization
and resale of its shares in the market. The Southern District of New York indictment charged
that Kozeny on behalf of the co-defendants and others made a series of corrupt payments to four
Azeri officials. Payments allegedly included more than $11 million to the Azeri officials or their
family members and $300 million worth of a controlled company’s shares. Three others,
Thomas Farrell, Clayton Lewis and Hans Bodmer (supra), have in related cases pled guilty in
connection with their participation in the bribery scheme.
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Conclusion

In an era of increasing globalized trade, anti-bribery conventions, international law enforcement
cooperation and corporate governance reform, Department of Justice prosecutions and SEC
enforcement actions against U.S. companies and their employees for FCPA violations are on the
rise and the stakes are much greater. Foreign companies must likewise understand that they and
their employees can also run afoul of the FCPA if their employees or agents cause actions in
furtherance of illicit payments to take place in territories of the United States.

When potential FCPA or related violations arise, prudent management and counsel will promptly
investigate and, where appropriate, take swift remedial and disciplinary actions. In some
instances, companies will choose to voluntarily report violations and to cooperate with the
Department of Justice and the Securities and Exchange Commission in return for more lenient
treatment by these government agencies. Unless defense counsel conduct a thorough
investigation before or parallel to any government investigation, the opportunity to persuade
DOJ attorneys or SEC staff to not return criminal charges or bring a civil enforcement action will
almost surely be compromised. Prompt disciplinary actions and remedial measures in the wake
of FCPA violations can help a company or its employees avoid criminal charges in certain
circumstances as well as minimize the risk of costly litigation, government suspension and
debarment, substantial fines, foreign jurisdiction investigations and the adverse publicity of a
corporate scandal.
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26 Id. at 740.
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